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Abstract —Billions of IoT devices and smart objects are
already in operation today and even more are expected to
be on the network over time. These IoT devices will generate
enormous amounts of data that cannot be allowed to transmit
on the network without end-to-end encryption or any trust and
security mechanism. Currently, we have certificate authorities that certify the identity of a network device by binding
its identity with its public key. However, these certificate
authorities are centralized in structure and will not be able
to individually certify billions of IoT devices entirely. In this
paper, we propose that in an SDN-based IoT network, the
identities, i.e., public keys and trust indices of IoT devices, can
be stored on a blockchain to ensure immutability and tamperresistance. The paper presents a novel scalable solution for key and trust management of IoT devices in IoT networks,
with a successful proof-of-concept that proves the scalability of the proposed solution. The combination of an IoT network
along with blockchain technology and software-defined networking (SDN) is effectively demonstrated through simulation
that is able to store the public keys of IoT devices on the blockchain and route the network traffic efficiently through
SDN. The performance of the proposed solution is evaluated in terms of throughput and access time delay. The results
illustrate that access delay and throughput were not affected linearly or exponentially and the proposed solution shows
no significant degradation in the performance with the increase in the number of IoT nodes and packets.
Index Terms — Internet of Things, trust management, blockchain, scalability, software-defined networking.

I. I NTRODUCTION
SER authentication and identity management have
always posed a challenge in traditional internet
infrastructure. Conventionally, when two untrusted parties
need to communicate securely with each other on the Internet,
then a third-party intervention is required to establish the
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trust between these two communicating parties. This thirdparty is a certificate authority (CA) whom we have to trust
anyway if we need to avail the secured Internet services.
Today, Internet users are entirely dependent on CAs because
its public key infrastructures (PKIs) are based on certificates
and those certificates require the signature of CAs. The
CAs in today’s hierarchical PKI design are always at risk
of being bottlenecks and single points of failure. In fact,
they would not be able to scale-up when billions of IoT
devices start their operation. Hence, there is a compelling
need for highly scalable, distributed third-party service that
establish the required level of trust between communicating
IoT devices.
The rapid increase in the usage of IoT devices seen in the
last decade has stretched the problems related to accessibility,
effectiveness of performance, safety, and scalability. Furthermore, an ever increasing number of IoT devices are becoming
mobile and, therefore, maintaining their connectivity is a huge
challenge. For example, the vision of an Internet of vehicle
(IoV) is about providing an infrastructure that supports smart
traffic on the roads by maintaining consistent connectivity
with all of the many cars moving on streets. IoT devices are
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usually connected to the network through an IoT controller
which may control several IoT devices in a finite area. When
mobile IoT devices move from one location to another, their
IoT controllers change continuously because different areas are
covered by different IoT controllers. Whenever an IoT device
switches its IoT controller, the transition should be smooth
without any interruption of service. At the same time, it is
important to ensure that the IoT device is still authorized
to join the network. For this reason, the registration and
access control information of IoT devices have to be stored
somewhere far from the edge network.
IoT devices are very limited in computation, power, and
resources. We need to utilize them efficiently to conserve
their power. As is known, asymmetric encryption algorithms
are costly in terms of computation, therefore, IoT devices
would consume too much power if the entire communication is
performed using asymmetric encryption. Similarly, the initial
handshake and sharing of symmetric keys between devices
cannot be performed without asymmetric encryption. Secondly, since IoT devices are lightweight and heterogeneous,
they might not always be pre-configured to trust the necessary
CAs. In order to solve both of these issues, we need a protocol
that can offload the handling of trust establishment between
IoT devices and IoT services.
Blockchain technology possess features and capabilities
that can used to address IoT security problems. The major
advantage of incorporating blockchain technology is that it
eliminates the need for any centralized third-party authority to
validate pieces of information [1], [2]. In a blockchain, trust
is established by mutual consensus of multiple third-parties.
Moreover, many blockchains are highly available and keep a
full ledger on every node. Thus, given the nature of blockchain
technology, existing PKIs can be mapped onto blockchain
technology which would eliminate our dependency on today’s
PKI designs and, in particular, their centralized root CAs.
Software-defined networking (SDN) technology allows programmable network configuration that enables resourceful
network management in service of enhanced network performance. SDN separates the network components into a control
plane and a data plane. The control plane is responsible for
routing the packets efficiently, whereas, data plane contains
only the flow table entries. SDN controllers-based infrastructures are by design centralized for better control, management
and monitoring of network components, which can be its
limitation. But since SDN controllers do not have resource
constraint issues, they can be scaled with a high-end server as
per the computational needs. Furthermore, multiple distributed
controllers can also be deployed for better load-balancing.
The main benefits of using SDN is that it provides ease of
management, centralized control with better security at lower
operational costs [3].
SD-IoT (Software-Defined-based Internet of Things) has
emerged as a new paradigm in which the well-known scalability issues in IoT are solved by using SDN technology. As the
IoT consists of a huge number of devices that generate enormous amounts of data, the current Internet architecture might
not be able to support this data requirement. However, SDN
is a promising technology that simplifies all the complexities
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at the controller level and is scalable and efficient [4], [5].
SD-IoT solves the problem of heterogeneity in IoT. Since
IoT devices could be a variety of different objects, things or
sensors, they may not be data compatible. With SDN-based
connectivity, heterogeneous IoT devices can communicate
with each other irrespective of the type of device [6]. SDN
is also capable of enhancing the security in the IoT network.
Much research effort is being proposed to use SDN to provide
security in IoT networks in various ways such as to mitigate
spoof attacks and DoS attacks [7]. Flauzac et al. [8] proposed
that SDN controllers can work as border controls that can
allow or block IoT devices from connecting across multiple
SDN domains. Moreover, SDN enables to move the control
login (intelligence) at a central point, so that management,
configurations, deployments, etc. operations can be performed
easily. If any network decides to move towards SDN deployments whether (LAN, WAN) they can easily update their
architecture and deployments. SDN controller can also act
as middleware and manage all IoT devices in a network [9].
Intelligent network packet forwarding decisions are taken in
the SDN controller which is part of the control plane. The de
facto standard protocol that is used by devices to communicate
with SDN controllers is Openflow. An API for Openflow
was first created in 2008 [10]. Once the SDN controller has
decided on the forwarding information for network packets,
that information is stored on network switches in the form
of flow table entries. The flow tables in the switches are
part of the data plane. SDN allows network administrators
to efficiently program intelligent routing and forwarding algorithms for transmission of network packets. It removes the
application-level dependency from the hardware vendors of
the routers and switches, allowing network administrators to
modify the application logic of routers and switches. The
control and configurable nature of SDN makes it applicable
to various network topologies [11]. Lately, SDN is being
combined with other technologies such as IoT and blockchain.
The combination of SDN with IoT and blockchain allows
the network to be managed centrally along with configurable
functionalities.

A. Motivation
IoT, blockchain, and SDN are emerging technologies that
promise to provide a performant and scalable infrastructure
for device communications. As we move closer towards the
real-time implementations of smart homes and smart cities,
it is expected that billions of IoT devices will interconnect
to provide numerous services [12]. With an average key size
of 2048 bits, a billion keys for the IoT devices would take a
205 – 210 GBs approximately. For scalability purposes, it is
always a good idea to store multiple keys in a single block,
such as BitCoin store several transactions in any given block. If
we decide a block size of around 2 Mbytes, we can store up to
8000 keys in any single block and as an example, the number
of blocks required for 1 billion devices would be around 12500
approximately. Thus, considerable attention is required for,
1) Scalable infrastructure which adjusts to the IoT growth
and security expectations.

Authorized licensed use limited to: National University Fast. Downloaded on February 19,2021 at 14:39:04 UTC from IEEE Xplore. Restrictions apply.

8718

IEEE SENSORS JOURNAL, VOL. 21, NO. 6, MARCH 15, 2021

TABLE I
S UMMARY OF I DENTIFIED R ESEARCH G APS T HROUGH AVAILABLE L ITERATURE

2) Lightweight protocols that can accommodate the limited
power, computation and resource requirements of IoT
devices.
Through reviewing the available literature, with regards to
the research gaps identified and summarized in Table I, it has
been recognized that, in order to have a secure and safe IoT
infrastructure,
• IoT devices should be able to trust other devices and
applications in the network.
• IoT devices should be able to identify malicious devices
and applications in the network to minimize security
threats.
• A distributed authentication mechanism is required so that
IoT devices can verify the identity of other IoT devices
and applications on-demand without the risk of a single
point of failure.
These identified research gaps drive us to work towards
solving the research problems related to implementing a
lightweight and scalable key and trust management solution
for IoT devices.
The main motivation behind combining SDN with IoT and
blockchain is to develop an intelligent, centrally managed
and scalable solution that works efficiently for billions of
interconnected IoT devices. Due to the centralized control and
programmable nature of SDN it has emerged as a promising
solution to manage such huge number IoT devices in the
future [13]–[15]. In order to support the connectivity of IoT
devices through SDN and minimize the amount of data transmission, the SDN-WISE (SDN WIreless SEnsor Networks)
[16] solution can be implemented. SDN-WISE minimizes
the quantity of information exchanged between IoT sensors
and SDN controllers. It provides an exceptional approach

towards programmable wireless sensor networks (WSNs). On
the other hand, Blockchain offers improved traceability and
transparency by providing scalable storage of keys and a
framework for the integrity and authentications of keys against
any impersonation and forgery [17].

B. Contributions
The main contribution of this paper is a novel scalable
solution for the key and trust management of IoT devices in
the IoT network with a successful proof-of-concept that proves
the scalability of the proposed solution. The public code of
our proposed solution is available on Github1 for readers to
evaluate.
For this research in particular, we present,
1) A novel architecture that describes the registration, communication, and feedback phases for IoT devices over a
network to accomplish key and trust management.
2) An implementable key and trust management solution
of the proposed architecture based on a combination of
Contiki [18], [19], Multichain [20], SDNWise [16].
3) The combination of an IoT network along with
blockchain and SDN is effectively demonstrated through
simulation that is able to store the public keys of IoT
devices on the blockchain and route the network traffic
efficiently through SDN.
Moreover, the proposed solution is able to store the trust
history of IoT devices on the blockchain. As a result, the IoT
devices are able to get the information from the blockchain
through the SDN controllers and can trust and communicate securely among themselves. The proposed solution is
1 https://github.com/msufianhameed/scalable-key-trust-solution-for-iotusing-sdn-and-blockchain
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evaluated regarding throughput and access time delay. The
number of nodes in the IoT network and the number of
network packets were systematically increased for evaluation.
The results illustrate that access delay times and throughput
were not affected linearly or exponentially hence the proposed
solution shows no significant degradation in the performance
as the number of IoT nodes and packets increases in the IoT
network.

C. Paper Organization
The remainder of this paper is organized as follows.
Section II presents existing work and finds out how SDN and
blockchain technology is currently used to solve scalability
challenges in IoT. Moreover, some existing approaches that
can allow untrusted IoT devices to trust each other in a network
are investigated. Section III thoroughly describes the proposed
architecture and design of our scalable solution for key and
trust management in an IoT network. Section IV outlines how
we developed our prototype and implemented a test-bed on the
Cooja simulator. Section V describes different scenarios for
our experiments and presents the evaluation results. Finally,
conclusions are provided in Section VI.
II. L ITERATURE R EVIEW
In this section, we review open problems and challenges
associated with IoT security and scalability through the help
of available literature. We explored how blockchain is used to
solve scalability issues in IoT. We have also discussed how
current PKIs are not able to handle the keys and certificates
of billions of IoT devices due to their intrinsic centralized
design. Finally, we identify studies focused on how untrusted
IoT devices trust each other by calculating trust indices from
their reputation history.
Kouicem et al. [21] conducted a top-down survey of security
in IoT where they categorized five major IoT applications, i.e.,
smart grids, healthcare, transportation systems, smart cities,
and manufacturing. For each IoT application, they identified
the security requirements and challenges. Among the security
requirements, the most common were confidentiality, integrity,
availability, authentication, and privacy. Common security
challenges that were identified were heterogeneity, scalability,
mobility and resource limitations. The authors also suggested
solutions to these security requirements and challenges using
classical approaches as well as new emerging approaches.
The classical approaches included using existing PKI solutions
and established cryptographic schemes. The new emerging
approaches included using SDN and blockchain technologies
and they concluded that those can be used to solve security
issues in IoT much more efficiently.
Khan and Salah [22] conducted a survey on solving IoT
security problems using blockchain. In their paper, they categorized the IoT layers as high-level, intermediate-level and
low-level. Within each layer, they identified security risks
and provided solutions to those risks. Also, they reviewed
various existing solutions to solve IoT security issues using
blockchain. Finally, they identified trust management as an
open challenge for existing solutions.
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Tselios et al. [37] provided an overview of security issues in
SDN and IoT and proposed that blockchain can significantly
solve security issues because it has a purely distributed authentication model, a tamper-proof and immutable data structure
and uses distributed verification. Blockchain technology is
used to solve various scalability issues in IoT [26]. For
instance, by combining IoT and blockchain technology, entire
user/device authentication could be handled [29]. Also, the
entire key management in a network could be handled when
combining IoT with blockchain technology [38]. Instead, it is
more efficient to have a centralized server such as Azure IoT
edge that has the capability to interact with the blockchain and
provide information to IoT devices [39]–[42]. However, one
valid argument is that centralized architecture will not be able
to handle the scale of the IoT network. For this reason, it is
proposed that the SDN technology should be combined with
IoT in order to enable a scalable centralized architecture for
IoT networks [43].
Various efforts are currently in progress to implement PKI
on the basis of blockchain technology. The main motivation
behind moving PKI to the blockchain is to obtain decentralization. This would result in protection from single points of
failure and transparency in the certificate issuance process.
Moreover, certificate revocation and status could be obtained
in a decentralized manner. In addition, there is always a risk
that CAs can be compromised or that they can misbehave
[31], [32], [44]. Durand et al. suggested that a web of trust
model should be used in order to avoid scalability issues [45].
Furthermore, Tewari et al. [46] have proposed an entire
framework for storing X.509 certificates on the blockchain. In
their framework, a device generates a public-private key pair
and asks a centralized server to create an X.509 certificate from
their public key and publishes it on a blockchain. Other devices
can obtain the X.509 certificate from the blockchain and start
a trusted and encrypted communication between the each
other. The authors have proposed to implement this framework
on Multichain [20]. On the other hand, Chen et al. [47] are
concerned about the audit of PKI certificates. They propose
a blockchain-based audit scheme called CertChain to only
verify the validity of the certificates such that the certificates that are issued by rogue CAs or are revoked can be
detected. Similarly, Madala et al. [48] propose not to move
the entire PKI to the blockchain, but instead to use it for
certificate transparency only. However, moving the entire PKI
to blockchain gives us the advantage of not relying on a
particular CA.
Mendiboure et al. [49] published a paper in which they
identified the lack of authentication and authorization in
SD-IoV (software-defined Interent of vehicles) as a major
shortcoming. They proposed that security should be a primary
goal in SD-IoV. For this reason, they proposed a design
for a blockchain-based trust management system for SD-IoV
using smart contracts. According to their design, all the
transactions and exchanges are kept in the blockchain and
the nodes are authenticated ensuring integrity, non-repudiation,
authentication, availability and confidentiality. Their proposed
system aims at enabling a blockchain-based trust establishment
exploiting the distributed nature of the SD-IoV control layer.
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Furthermore, they proposed a notion of a trust index to manage
application trust.
Kataoka et al. [33] proposed that a global trust list should be
maintained and circulated to IoT devices through a blockchain
and SDN. Using this trust list, IoT devices can only trust
those devices/services that are whitelisted in that trust list. The
shortcomings of this study were that they did not define the
structure of information that would be stored on the trust list
and they did not identify a mechanism that would calculate
trust values of IoT devices.
A feedback mechanism is very important in order to calculate trust values that would establish trust in IoT network [34].
The feedback mechanism collects various parameters from IoT
devices when they interact with their neighbors. Various literature resources could be found that create mathematical models
that collect feedback parameters from IoT devices and simulate
them to obtain a trust value. For instance, Yuan and Li use
device-to-device and broker-to-device feedback to calculate
global trust values [50]. On the other hand, Namal et al. use
availability, reliability, irregularities and capacity as parameters
to calculate trust values [51]. Similarly, Pietro et al. [52]
suggested a protocol in which they proposed that the service
provider must publish its terms and the service consumer must
create obligations when they are about to communicate with
each other. At the end of the communication, the service
provider can broadcast the obligations as either successful or
not. If the service provider broadcasts a successful obligation,
then the consumer device is honored and is trusted by other
devices on the network [52]. In VANETs (vehicular ad-hoc
networks), RSUs (road-side units) that are installed at various
locations are responsible for receiving the misbehavior reports
from other vehicles and record it on the distributed ledger
to blacklist misbehaving devices [53]–[55]. Perhaps, the most
generic and common feedback parameters to calculate trust
are experience evaluation and reputation evaluation [35], [36].
In the light of blockchain, Truong et al. [35] proposed a
trust-based IoT model in which a trust platform is responsible
for calculating a trust value for IoT devices. The parameters involved in calculating trust values are experience and
reputation. Whenever a transaction takes place between two
IoT devices, it is followed by a feedback mechanism which
collects feedback from the IoT devices on the transaction that
has occurred between them. The feedback can be positive or
negative based on the value that the transaction provided to the
IoT device and is used to simulate the mathematical models
that calculate the experience and reputation values. Finally, the
values of experience and reputation are combined to calculate
the value of trust. This trust value can be used to establish a
smart contract between the two IoT devices. In this way, the
IoT device can only be trusted if the trust value exceeds a
certain threshold defined in the smart contract.
The existing literature on the usage of SDN and Blockchain
for IoT security and trust management lacks implementable
solutions that can offer scalability attributes and lightweight
protocols, keeping in view the IoT devices growth and resource
constraints respectively. Comparatively, in our proposed solution we are maintaining trust values on the blockchain that
can provide a complete transparent trust history of any node

Fig. 1. Framework for the proposed scalable solution.

through the SDN controllers, keeping in view the scalability
and accommodation of the limited resources of IoT devices.
Moreover, our proposed solution shows no significant degradation in the performance even with the increase of IoT nodes
and packets.
III. S YSTEM A RCHITECTURE AND D ESIGN
The proposed scalable solution for IoT devices is working
on the framework as shown in Figure 1. The framework is
based on a four-layers i.e., perception layer (IoT sensors),
IoT controller, SDN layer, and the application layer. The aim
of SDN is to make networks agile, flexible, and smart. SDN
decouples the network control from the data forwarding with
the help programming interface that overcomes the limitation of the IoT controller of the vendor-dependent solution.
Blockchain network is added in this framework for vertical and
horizontal scalability, security, and the fundamental limitation
of SDN due to its central control or single-point failure.
Blockchain is a decentralized paradigm where single-point
failure is impossible. Our solution reflects both features of
blockchain that are security and scalability.
In our proposed solution, SDN is used to route the network
traffic and blockchain technology is deployed to store the
keys and trust history of the IoT devices in the network.
The architecture design for the proposed solution is broken
down into the three parts, i.e., registration, communication,
and feedback. In registration, the IoT device generates the
key-pair and publishes the public key on the blockchain via
an SDN controller. In communication, the IoT devices are
able to trust and securely communicate with each other. In
feedback, IoT devices post their communication experience
on the blockchain through the SDN controller.
For the sake of simplicity of our design, we assume
that the communication between the SDN controller and
the blockchain is secure since the SDN controller and the
blockchain node are running on the same machine. Also, we
assume that all IoT devices trust the IoT controller through
some web of trust. This means that the identity and public
key of the IoT controller are signed by a root certificate
authority and all IoT devices trust that root certificate authority.
Therefore, IoT devices can verify the authenticity of an IoT
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controller by sending a challenge to the IoT controller. If
the IoT controller is able to verify the challenge, then IoT
devices will be sure that the IoT controller can be trusted.
We also assume that the communication between the IoT
controller and the SDN controller is secure through some
pre-shared symmetric keys. It is safe to assume pre-shared
symmetric keys between the SDN controller and the IoT
controller because both these entities are static and will not
move as the IoT devices do. For example, in IoV, RSUs
(Road-Side Units) are installed at various locations on the
road that work together as the IoT controller. We are also
aware of the fact that it is not feasible for IoT devices
to use heavyweight key generation algorithms to generate
keys. For instance, generating a 2048-bit RSA key-pair might
consume a fair amount of power in power constrained IoT
devices. We therefore, require a lightweight key generation
algorithm. However, we are still determined to use either
2048-bit RSA or AES-128 for asymmetric encryption due to
their robustness. One possible solution is to delegate the key
generation task to IoT controllers that are working as fog in
our IoT network. After generating a key-pair for an IoT device,
the IoT controller will need to securely transfer the private key
to IoT devices. This can be done according to the following
sequential steps:
1) IoT device contacts the IoT controller to join IoT network
2) IoT controller sends back a certificate to IoT device
3) IoT device will verify the signature on the certificate
using the public key of the certificate authority that it
trusts
4) IoT device will create a session key, encrypt it with IoT
controller’s public key and send it to IoT controller
5) IoT controller will generate the key-pair, encrypt the keypair with the session key and send it back to IoT device
6) IoT device will decrypt the key-pair using the session key
Figure 2 represents the message structure of the proposed
framework. The message structure’s total size is 256 Byte
because it encrypts with an RSA 2048-bit public key. The
message structure contains the message header, the token,
signature, and the flag. The message header contains the
message of IoT nodes. The token header contains the MAC
of a particular message. The signature header includes the
signature of a particular IoT node, and the flag represents
the end of the message. Since, the size of the message is
too large to transmit it into the IoT network, so the message
is fragmented into four chunks of 64 bytes in the simulated
environment.
A high-level design of the entire architecture is described
in graphical abstract. It shows an end-to-end flow on how
IoT devices will interact in the registration, communication
and feedback processes in order to communicate securely
with other IoT devices in the network. The details of all
the three processes are discussed in detail in the subsequent
sections.

A. Registration
The architecture and design for the registration process
of IoT devices is shown in Figure 3. Each step is further
elaborated in the following sections.
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Fig. 2. Message structure of the proposed framework.

Fig. 3. Registration process of IoT devices requesting access.

1) Request Access to IoT Network: Any IoT device that
requires access to the IoT network, will have to request the
SDN controller to publish its public key on the blockchain.
Since IoT devices do not have the ability to communicate
directly with SDN controllers, they will communicate with an
IoT controller to get access to the IoT network. The IoT device
will generate a public-private key pair and then digitally sign
a message using its private key to create a message digest.
It will then send the encrypted message digest, message and
public key to the IoT controller. Later on, any other service can
verify the authenticity of the IoT device by taking a hash of the
message and compare it with the message digest. Also, endto-end encryption can be performed as services can encrypt
the response by using the public key of the IoT device.
2) Relay Access Request to SDN Controller: Since the IoT
controller does not have the ability to publish data on
blockchain, therefore, it will pass the provided information
to an SDN controller. SDN controller will first verify the
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authenticity of the IoT device by taking a hash of the message
and compare it with the message digest. In the next step, the
SDN controller will decide whether the IoT should be trusted
or not.
3) Validate Trust of IoT Device: The IoT devices that request
access to the IoT network may or may not be malicious. For
this reason, the SDN controller will need to validate if the IoT
device can be trusted or not. The trust module installed on the
SDN controller will be responsible for this job. Trust module
is an application service which is programmed to handle the
incoming IoT device access requests. Also, it has access to
the blockchain. In general, the trust module will have the
following two functions:
(a) Lookup blockchain for IoT device’s trust index.
(b) Add IoT device’s trust index on blockchain.
For simplicity, we will initially focus on the first function
and assume that the trust indices of IoT devices are already
present on the blockchain. In the next step, the trust module
will search the blockchain to obtain a trust index of the IoT
device in order to decide if the IoT device can be trusted or
not.
4) Lookup Blockchain for IoT Device’s Trust Index: Trust index
is a value that is ranging between 0 and 1. If the trust index is
close to 0, then the IoT device should not be trusted, whereas,
if the trust index is close to 1, the IoT can be trusted. While
programming the trust module, we can set up the threshold
value so that only those IoT devices can be trusted whose trust
index is either unknown or greater than the threshold value.
In order to persistently store the trust indices of IoT devices,
we require a scalable database that can be accessed by all
SDN controllers. For this reason, we are using a permissioned
blockchain as a distributed database. All the SDN controllers
will be subscribed to this blockchain. Moreover, they will be
able to publish blocks of data on this blockchain. The trust
module will traverse the blockchain in reverse order (i.e. from
the latest block till genesis block) and search for the block that
contains the latest trust index which is owned by the public
key of the IoT device which is requesting the access. If the
data block is found, then the trust module will read the trust
index from that block and then decide if the trust index passes
the threshold value or not. If it does not pass, then access is
denied, otherwise, the next step is followed.
5) Validated Trust of IoT Device: If the trust module was
successfully able to validate the trust index of the IoT device,
then it will ask the SDN controller to proceed with the
processing of the incoming request. In the next step, the key
management module will generate a symmetric key for the
IoT device which will be used by IoT devices to connect to
the IoT network and communicate securely.
6) Generate Certificate for IoT Device: Key management
module is another application service that is running on the
SDN controller. The purpose of this service is to generate
a certificate for the IoT device. The certificate contains the
public key and the address of the IoT device. Since the identity
of the IoT device was already validated in the second step,
therefore, the SDN controller does not need to do it again.
Instead, the SDN controller just needs to sign the generated

Fig. 4. Communication process of IoT devices.

certificate by taking the hash of the certificate and sign that
hash with its private key. Then, this digital signature needs to
be appended to the certificate along with the public key of the
SDN controller.
7) Store Certificate of IoT Device on Blockchain: The final
step for the SDN controller is to publish the signed certificate
of the IoT device on the blockchain. As a result, any IoT
device that trusts the public key of the SDN controller can
trust all the other IoT devices whose certificates are signed by
that SDN controller.

B. Communication
The design and architecture for the communication process
of IoT devices is shown in Figure 4. Each step is further
elaborated in the subsequent sections.
1) Request Certificate of IoT Device: Any IoT device
(i.e. client IoT device) that wishes to receive a service from
another IoT device (i.e. server IoT device) will first need
to obtain the certificate of server IoT device. The certificate
contains the public key of the server IoT device and a digital
signature from an SDN controller that certifies that the public
address and public key of the server IoT device are bound
correctly. The client IoT device will know the public address of
the server IoT device. Client IoT device will send its certificate
query to the IoT controller by providing it the public address
of the server IoT device as a key.
2) Relay Certificate Request to SDN Controller: Since the IoT
controller does not have the ability to access the blockchain,
therefore, it will relay the incoming request to the SDN
controller.
3) Validate Trust of IoT Device: Now, the trust module will
lookup the trust index of the server IoT device and determine
if the server IoT device can be trusted or not. It will send this
information back to the client IoT device so that it can suspend
establishing connection with the untrusted server IoT device.
This step is similar to the step that was described earlier in
the registration process. The only difference is that instead of
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encrypting the requests with the public key of the server IoT
device. Later on, they may share a symmetric key among
themselves to engage in a long-term session.
10) Transmit Feedback Form: The server IoT device needs
to send a feedback form to the client IoT device so that the
client IoT device can, later on, report his experience with the
server IoT device. We will discuss how this feedback will
affect the trust index of the server IoT device later in the
feedback process. For now, we simply need to send a feedback
form to the client IoT device. For feedback form, we have
generated a token at the server IoT device at the end of the
communication. The server IoT device with digitally sign the
token by taking a hash of the token and encrypt it with its
private key and then send that token back to client IoT device
along with the digital signature of the token. Upon submitting
the feedback, the client IoT device will redeem that token to
allow feedback to be submitted.

Fig. 5. Feedback process of IoT devices.

looking up the public address of the client IoT device, we will
now lookup the public address of the server IoT device.
4) Lookup Blockchain for IoT Device’s Trust Index: In this
step, the latest trust index of the server IoT device will be
fetched from the blockchain by the trust module. This step is
similar to the step that was described earlier in the registration
process.
5) Validated Trust of IoT Device: If the trust index of the
server IoT device exceeds a certain threshold, then the trust
module will validate it and allow the SDN controller to
proceed to the next step and fetch the certificate of server
IoT device.
6) Fetch Certificate of IoT Device: Now, the SDN controller
will ask the key management module to fetch the certificate of
the server IoT device. Since the key management module has
access to the blockchain, therefore, it will formulate a request
to the blockchain and fetch the certificate.
7) Lookup Certificate of IoT Device on Blockchain: The
request sent by the key management module in the previous
step will be executed in this current step. The public address
of the server IoT device will be looked up on the blockchain.
If the certificate of server IoT was successfully stored on
the blockchain at the time of registration, then that certificate
would be found in this step.
8) Transmit Certificate Back to IoT Device: In this step, the
certificate of the server IoT device that is found needs to be
transmitted back to the client IoT device. The certificate will
contain the public key of the server IoT device and will be
bound by its public address. Along with this, the certificate
would be digitally signed by the SDN controller that issued
it. The validation of the certificate can easily be performed at
the client IoT device by taking the hash of the certificate, then
decrypt the digital signature by the public key of the SDN
controller and then finally match them together.
9) Request Encrypted Service: Finally, the client IoT device
can trust the server IoT device and communicate securely by

C. Feedback
The design and architecture for the feedback process of IoT
devices is shown in Figure 5. Each step is further elaborated
in the subsequent sections.
1) Submit Feedback Form of IoT Device: Once the client
IoT device has finished its engagement with the server IoT
device, it will then report its experience back to the SDN
controller so that the trust index of the server IoT device can
be calculated. The experience can be a value ranging from 0
to 1. If the value of experience is close to 0, then it means that
the client IoT device had a bad experience with the server IoT
device. Whereas, if the value of experience is close to 1, then
it means that the client IoT device had a good experience with
the server IoT network. The value of experience is based on
various factors. Usually, it is a better approch if the client IoT
device successfully made proper use of the information that
was provided by the server IoT device. The historic collection
of experience values are used to form a reputation value. We
will discuss later how experience and reputation values are
used as parameters to calculate the trust index. Recall that, the
server IoT device transmitted the feedback form in the shape
of a token back to the client IoT device. Now, when the client
IoT device submits the experience back to the SDN controller,
then the feedback token is redeemed by the client IoT device.
Once the feedback token is redeemed and feedback is saved,
then it cannot be changed.
2) Relay Feedback Form to SDN Controller: Since the IoT
controller does not have the ability to access the blockchain,
therefore, it will relay the information to the SDN controller.
SDN controller will then pass the request to the trust module
that will calculate the updated trust index of the server IoT
device in the next step.
3) Calculate Updated Trust Index of IoT Device: Trust module
is also responsible for accepting the feedback request from the
client IoT devices and use the experience value to calculate
the new trust index of the server IoT device. First, it will
fetch the existing trust index of the server IoT device from the
blockchain. The data fetched from the blockchain will contain
the trust index along with some historic reputation of the server
IoT device. We appended the experience value in the historic
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Fig. 6. Trust value calculation scenario.

reputation and let our model calculate the new trust index.
The calculation model of trust index is described below in
Equation 1,
n


T =

Ri + E

i=0

(1)
n+1
T is the trust index of the IoT device that is being calculated. n is the number of historic reputation values that are
retrieved from the existing trust index record. Ri is the historic
reputation value at a particular index. E is the experience
value of the IoT device that is submitted by the client. In the
simulation this experience value is calculated with the help
of random function ranging from 0-to-1, but in real scenario
this experience value depends on various real time parameters.
This is a simplified version of the formula that was proposed
by Truong et al. [35]. The only difference is that they were
using R in their formula to calculate the trust value at any
given instance. In our case, we do not have a calculated value
of R stored on blockchain. Infact, it is easier for us to fetch
the previous values of Ri from the blockchain and use them
in our calculation. Also, we will not require the complexity of
decaying R since we are not storing it anywhere. Instead, we
have kept a timestamp for validity with all the historic values
of Ri and make sure that trust value is calculated by using Ri
that are within a particular timestamp.
To elaborate the trust value calculation we present a scenario
in Figure 6. Suppose “IoT Node 1” sends an encrypted message to “IoT Node 2”. First, the trust module checks whether
the IoT Node is trusted or not. If it is trusted, then “IoT Node
2” decrypts the message with the public key and submits the
feedback to the “IoT Node 1”. The chain record is calculated
according to Equation 1 and submitted to the “IoT Node 1”
chain for further executions.
4) Store Updated Trust Index of IoT Device on Blockchain:

The final step is to store the updated trust index of the server
IoT device on the blockchain. Trust module will be responsible
to publish the trust index of the server IoT device once it has
calculated the updated trust index.
IV. T ESTBED AND I MPLEMENTATION
Our implementation is simulated on the Cooja [19] simulator which is an open-source Contiki [18] network simulator.
Cooja simulator is very popular in WSN (Wireless Sensor
Networks) research community. It is used in the simulation of
wireless sensor networks and benchmarks the performances

when multiple devices are communicating with each other
in a wireless sensor network [56], [57]. Moreover, Cooja
simulator allows us to simulate the communication of Contiki
OS-based IoT devices in a wireless sensor network using
lightweight network-level protocols such as CoAP and 6LowPAN. It allows the network of Contiki motes to be simulated
and can be emulated at hardware levels. Contiki motes are
basically IoT devices the run on Contiki OS. Cooja simulator
is implemented in Java and runs on Linux machines. It is used
to simulate a network of IoT devices and inspect the exchange
of data packets on the underlying network layer.
On top of Cooja simulator, SDN-WISE (SDN WIreless
SEnsor Networks) [58] is also simulated. We can deploy a
virtual wireless sensor network using Cooja and SDN-WISE.
SDN-WISE is an SDN solution for wireless and infrastructureless networks. It allows wireless devices based on the IEEE
802.15.4 physical and MAC layers to communicate with each
other on SDN-based networks. It contains sinks and different
nodes in its network. Sinks are connected to the network
infrastructure, whereas, nodes are wireless. All data packets
from the IoT nodes are transmitted to the controller via
sinks. It also contains a forwarding layer that handles the
incoming packets as specified inflow tables. The control plane
is responsible to update the flow tables via the forwarding
layer.
The simulation of SDN-WISE is dependant on the Cooja
simulator. The simulated SDN-WISE is also an open-source
Java-based application that is compatible to run on top of
the Cooja simulator. Cooja and SDN-WISE, when combined
together, provide us a virtual SD-IoT network on which we
can perform our experiments and evaluate them.
Finally, MultiChain [20] is used as the blockchain.
MultiChain is a fork of Bitcoin and can be used to deploy a
permissioned blockchain. MultiChain is independent of a platform, but since we deployed Cooja simulator and SDN-WISE
on Linux and our SDN controller resides on Linux, therefore,
we have installed MultiChain on Linux as well.
According to our architecture, the key management module
and trust module will require access to the blockchain. Since
the key management module and trust module run on top of
the SDN controller, therefore, we have connected the SDN
controller with blockchain. Both key management module and
trust module can access the blockchain via SDN controller.
Note that, Cooja simulator and SDN-WISE are Java-based
applications and we use the MultiChain PHP API to invoke
remote procedure calls to interact with MultiChain.
For the test bed, we have a Linux machine on which
the Cooja simulator, SDN-WISE, MultiChain and MultiChain
PHP API are installed. These four components are sufficient
for us to perform our experiments. Figure 7 shows a block
diagram of the four components and their interaction with
each other. The sensor nodes were deployed on IEEE 802.15.4
boards with 8 kB RAM + 256 kB Flash memory. The
hardware and software configuration of the control system that
we used for performing our experiments are shown in Table II.
The sequential work flow for the test bed is as following:
1) When IoT network starts, generate an RSA-512 bit keypair and an RSA-2048 bit keypair. A 512-bit key is used
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represents the process where IoT devices are fetching the trust
index from the blockchain, deciding whether to trust the IoT
device from which the message has been received and posting
the communication experience back to the blockchain.
Fig. 7. Block diagram of testbed components.
TABLE II
C ONFIGURATION OF THE C ONTROL S YSTEM

to sign tokens of feedback forms, whereas 2048 bit key
pair is used to encrypt/decrypt the entire message.
2) Publish both the public keys on blockchain.
3) Select a node that sends message to another node.
4) Generate a token, take a hash of it and encrypt it with
the 512 bit private key of the sender node.
5) Generate the message.
6) Combine the message and token in a single payload and
fragment it in chunks of 64 bytes.
7) Encrypt each chunk with the 2048 bit private key of the
sender node and send it.
8) When the message is received at the destination, fetch the
public key of the sender node from blockchain, decrypt
each chunk with it and re-assemble the fragmented message.
9) Then fetch the calculated trust index from the reputation
history stored on blockchain. Reputation history records
must be within a certain time period and its decrypted
token signature must match with the hash of the token
that it generated earlier.
10) If the trust index does not surpass a certain threshold,
then ignore the message.
11) Publish the experience with the sender IoT device on
blockchain.
The pseudocode for the key submission process is presented
in Algorithm 1. This is an important segment of the code
because it identifies the area where the public key of IoT
device is submitted to blockchain. We have also logged the
time taken by this operation so that we can measure the access
time delays and throughput in our evaluations. The pseudocode
shown in Algorithm 2 identifies the phase where the message
is encrypted and sent to the IoT device. It represents the overall
process of IoT devices encrypting the message using their
private keys, breaking the messages into smaller fragments
and transmitting them over the network. Similarly, pseudocode
shown in Algorithm 3 identifies the area where the message is
received and decrypted. This is where IoT devices are fetching
the public keys of other IoT devices and then decrypting the
received message. Algorithm 4 presents the pseudocode for the
code segment where feedback is submitted to blockchain. It

Algorithm 1 Key Submission
Input: Node ID, PubKey 512, PubKey 2048
Output: (Success/Failure)
Steps:
1: for Every node in IoT network do
2:
nodeI D = Get node_ID of node
3:
pubK ey512 = Get node’s encoded 512-bit RSA public
key
4:
pubK ey2048 = Get node’s encoded 2048-bit RSA
public key
5:
PublishOnBlockchain(node_I D, pubK ey512)
6:
PublishOnBlockchain(node_I D, pubK ey2048)
7: end for

Algorithm 2 Encrypt and Send Message
Input: Plain Text Message, sender Private key
Output: Yes/No (successfully encrypted and sent)
Steps:
1: message = Set message to send
2: token = Generate random UUID
3: token H ash = GenerateHash(token)
4: pri v K ey512 = Get 512-bit RSA private key of message
sender node
5: encr ypted T oken H ash
=
Encrypt(token H ash,
pri v K ey512)
6: text = message + token + encr ypted T oken H ash
7: pri v K ey2048 = Get 2048-bit RSA private key of message
sender node
8: encr ypted T ext = Encrypt(text, pri v K ey2048)
9: payload Bytes = ConvertToBytes(encr ypted T ext)
10: for Payload bytes remaining to send do
11:
Send 64 bytes of payload to network
12: end for
V. E VALUATION
The proposed solution is evaluated regarding throughput
and access time delay. The throughput will state the number
of bytes of data that were successfully transmitted over the
network per second when the trust index of IoT devices was
fetched from the blockchain. Whereas, the access delay time
will determine the time taken by the operation. The evaluation
method captures the throughput and access time delay of the
following six operations that are aligned with the proposed
solution:
1) Key submission on blockchain
2) Key retrieval from blockchain
3) Encrypt and send messages
4) Trust index retrieval from blockchain
5) Decrypt message
6) Feedback submission on blockchain
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Algorithm 3 Decrypt Message
Input: receiver ID, Encrypted Message
Output: Plain Text Message
Steps:
1: encoded K ey = Get encoded public key of message sender
node from blockchain
2: decoded K ey = Decode(encoded K ey)
3: decr ypted Message = Decrypt(message, decoded K ey)
Algorithm 4 Feedback Submission
Input: senderID
Output: Feedback of trust value is submitted
Steps:
1: tr ust I ndex = Get trust index of message sender node
from blockchain
2: if tr ust I ndex > thr eshold then
3:
Accept packet and use data
4:
r ecei ved T oken = Get token from received packet
5:
r ecei ved T okenSignatur e = Get token’s signature
from received packet
6:
ex peri ence = Receiver node’s experience with sender
node’s data (either 0 or 1)
7:
PublishOnBlockchain(r ecei ver Node_I D, ex peri ence,
r ecei ved T oken, r ecei ved T okenSignatur e)
8: else
9:
Ignore packet
10: end if

The number of IoT devices and packets along with the
captured throughput and access time delay are changed three
times. Finally, the average of the captured values is taken
and used later for our conclusion. We are assuming that the
IoT devices in our scenario are not mobile. Moreover, we are
assuming that all the IoT devices are registered on the network
when the network starts and no IoT device leaves the network
until the network is stopped. Also, we are not monitoring the
CPU, memory, and battery of IoT devices in our evaluation.

A. Key Submission on Blockchain
The first operation in our solution is the key submission
on blockchain. When the network starts and an IoT device
registers itself on the network, it generates two public-private
keypairs using RSA-512 and RSA-2048. The reason for having
two public-private keypairs is that RSA-512 keypair is used
to sign and verify the signature of token that an IoT device
provides with the feedback form. Whereas, RSA-2048 keypair
is to encrypt and decrypt the entire payload that is sent during
IoT device communication. We are interested in capturing the
throughput and access time delay when IoT devices publish
their public keys on the blockchain through the SDN controller. We have changed the number of IoT nodes and packets
and captured the throughput and access time delays. Each
node submits exactly two public keys on the blockchain. Since
each node submits exactly two public keys on the blockchain,
changing the number of packets will require us to change the

TABLE III
K EY S UBMISSION ON B LOCKCHAIN W HEN C HANGING I OT N ODES

TABLE IV
K EY S UBMISSION ON B LOCKCHAIN W ITH R ESPECT TO R EQUESTS

working code, so we have not performed it. The results of this
operation are given in Table III.
For testing the scalability of the blockchain on our proposed
solution, we initially increased the key submission requests per
node with delays of 600ms, 120ms, 60ms, 30ms and 10ms, to
capture and evaluate the throughput and access time delays.
The results of this operation are given in Table IV. The result
clearly indicates that the throughput of the request increases
and the processing delay time between the keys decreases
when the number of requests is increased.

B. Key Retrieval From Blockchain
The second experiment in our solution is key retrieval from
blockchain. When an IoT device needs to send a message
to another IoT device, then it needs to fetch the public key
(i.e. 2048-bit public key) of the other IoT device, so that it
can encrypt the message with that public key. Once again, we
change the number of IoT nodes and capture the throughput
and access time delays. The results of this operation are
defined in Table V. Furthermore, we change the number of key
retrieval requests with increased delay that is 600ms, 120ms,
60ms, 30ms to capture the throughput and access time delays.
The results of this operation are defined in Table VI. The result
clearly indicates that the throughput of the request is increased
and the processing delay time decreases at inconstant rate
when the number of requests is increased at a certain amount.
To evaluate the solution with increasing number of packets,
we use 10 nodes in the network and increase the number of
packets to be delivered. The same nodes fetch the key from
the blockchain to send the message to 10 other nodes. The
results of this experiment are listed in Table VII.
C. Encrypt and Send Messages
The third operation in our solution is to encrypt and send
messages. After successfully fetching the public key from the
blockchain, the IoT device is ready to create a payload, encrypt
it and send it over the network so that the message can reach
its destination. The throughput and access time delay results
when the number of nodes and packets are changed are given
in Table VIII and Table IX respectively.
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TABLE X
T RUST I NDEX R ETRIEVAL F ROM B LOCKCHAIN W HEN
C HANGING I OT N ODES

TABLE VI
K EY R ETRIEVAL ON B LOCKCHAIN W ITH R ESPECT TO R EQUESTS

TABLE XI
T RUST I NDEX R ETRIEVAL ON B LOCKCHAIN W ITH
R ESPECT TO R EQUESTS

TABLE VII
K EY R ETRIEVAL F ROM B LOCKCHAIN W HEN C HANGING PACKETS

TABLE XII
T RUST I NDEX R ETRIEVAL F ROM B LOCKCHAIN
W HEN C HANGING PACKETS

TABLE VIII
E NCRYPT AND S END M ESSAGES W HEN C HANGING I OT N ODES

TABLE IX
E NCRYPT AND S END M ESSAGES W HEN C HANGING PACKETS

D. Trust Index Retrieval From Blockchain
The fourth operation in our solution is trust index retrieval
from blockchain. When an IoT device receives a message
from another IoT device, then the first thing it needs to do
is to fetch the trust index of the IoT device from which
the message is received. Based on a certain threshold value
of the trust index, the IoT device will decide whether to
drop the packet from the untrusted IoT device or proceed

further with its decryption. We have changed the number of
nodes and captured the throughput and access time delay. The
results of this operation are provided in Table X. Similarly,
we have changed the number of trust retrieval requests with
increased delay that is 600ms, 120ms, 60ms, 30ms to capture
the throughput and access time delays. The results of this
operation are shown in Table XI. For this experiment, we
have used 10 nodes in the network and increased the number
of packets in each test run. The results of this operation are
provided in Table XII.

E. Decrypt Message
The fifth operation in our solution is to decrypt the message.
When an IoT device receives a message from another IoT
device and its trust is passed, the IoT device will decrypt
the message using its private key so that it can obtain the
information from the other IoT device. In this case, there will
be no throughput because this is not a send operation and is
only a receive operation. We have changed the number of IoT
nodes to capture the access time delay only. The results of this
operation are given in Table XIII.
For the next experiment, we have focused to find out the
access time delay in the message decryption process using the
same strategy of changing the number of packets in each test
run. The results of this operation are provided in Table XIV.
F. Feedback Submission on Blockchain
The sixth and final operation in our solution is feedback
submission on blockchain. When an IoT device successfully
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TABLE XIII
D ECRYPT M ESSAGE W HEN C HANGING I OT N ODES

TABLE XVI
F EEDBACK S UBMISSION ON B LOCKCHAIN W ITH
R ESPECT TO R EQUESTS

TABLE XIV
D ECRYPT M ESSAGE W HEN C HANGING PACKETS

TABLE XVII
F EEDBACK S UBMISSION ON B LOCKCHAIN W HEN C HANGING PACKETS

TABLE XV
F EEDBACK S UBMISSION ON B LOCKCHAIN W HEN
C HANGING I OT N ODES

receives and decrypts a message from another IoT device, then
it can submit feedback on the blockchain that represents its
experience with that IoT device from which the information
is received. This operation is important because a sum of
these feedback values is used by the current and other IoT
devices in the future to calculate the trust index. We have
changed the number of nodes and requests again to obtain the
throughput and access time delay. The results of this operation
are defined in Table XV. The results of the number of requests
operation for feedback are defined in Table XVI. The result
clearly indicates that the throughput of the request is decreased
and the access delay time increases when the number of
requests is increased at a certain amount that means the system
is scalable at a certain level. Similarly, our final experiment
is to find out the throughput and access delay time when
IoT devices submit their feedback on the blockchain. This
feedback includes information about the positive or negative
experience that the IoT device had while communicating with
another IoT device. We find out how many bytes of data were
transmitted over the network per second and how much time
was taken in this operation when the IoT devices submitted
their feedback on the blockchain. For this experiment, we have
taken 10 nodes in the network and increased the number of
packets gradually in each test run. The results of this operation
are defined in Table XVII.

G. Discussion
The conducted experiments show that even if the number of IoT nodes or the number of packets are increased,

Fig. 8. Throughput when changing the number of IoT nodes.

there is no significant degradation in the performance of the
throughput and access time delay in our proposed solution.
We are performing the experiments in a single permission
node blockchain called Multichain [20]. Multiple IoT nodes
send a request and fetch the data from the blockchain. In
order to check the proposed system scalability in a single
node blockchain, we conducted an experiment by sending
packet requests with multiple delays. The graph in Figure 8
shows the throughput as the number of nodes is increased on
various steps. It shows that as we increase the number of IoT
nodes, then the throughput (i.e. number of bytes transmitted
per second) of the defined operations stay within a certain
range.
Similarly, the graph in Figure 9 shows the throughput when
the number of packets is increased on different steps. It shows
that as we increase the number of packets, then the throughput
(i.e. number of bytes transmitted per second) of the defined
operations stay within a certain range.
The graph in Figure 10 shows the access time delay when
number of IoT nodes are increased. It shows that as we
increase the number of IoT nodes, then the access delay
time (i.e. time taken to complete a function) of the defined
operations stay within a certain range. Correspondingly, the
graph in Figure 11 shows the access time delay when the
number of packets is increased. It shows that as we increase
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Fig. 13. Processing delay when changing number of requests.
Fig. 9. Throughput when changing the number of packets.

Fig. 14. Average throughput comparison of the major operations with
respect to number of requests.
Fig. 10. Access time delay when changing the number of IoT nodes.

Fig. 15. Average throughput comparison of the major operations.

Fig. 11. Access time delay when changing the number of packets.

Fig. 12. Throughput when changing number of requests.

the number of packets, then the access time delay (i.e. time
taken to complete a function) of the defined operations stay
within a certain range.
To evaluate the scalability of the proposed solution on lager
scale, we have tested the system with large number of requests
to depict as if large number of nodes are operational on the
network. Figure 12 shows the performance with regards to

the throughput with increasing number of requests. It can be
noted that after 3000 requests the system is failing to maintain
the throughput, that is because of the computing capacity we
have for this implemented testbed. Obviously, this issue can be
resolved with better infrastructure facilities. Figure 13 shows
the performance with regards to processing delay on changing
the number of requests in various operations.
We also found out that among all the six operations,
encrypting and sending the message and trust index retrieval
from blockchain were the most expensive operations that took
around 400 - 500 ms. Then, key submission on blockchain
took around 250 - 400 ms. All the other operations took less
than 100 ms and the least expensive operation was decryption
of the message that took 1 - 3 ms.
Figure 14 shows a comparison of throughput for changing
number of IoT nodes, packets and requests, on the three main
operations. We have taken an average value of all the operations when the number of IoT nodes, packets and requests
were changed systematically. The reason for not having a
comparison for key submission on blockchain is because we
did not capture its access delay time in our experiment and we
were working on processing delay parameter for the requests.
Figure 15 shows a comparison of throughput for changing
number of IoT nodes and packets of the four main operations.
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TABLE XVIII
C ONFIGURATION OF THE T HREE D EPLOYED P HYSICAL M ACHINES

Fig. 16. Average access time delay comparison of the major operations.
TABLE XIX
S IMULATION T IME W ITH I NCREASING N UMBER OF I OT N ODES

Fig. 17. New Testbed Topology with three different networks (consisting
of the SDN-wise controller and IoT controller) connected to Blockchain.

We have taken an average value of all the operations when the
number of IoT nodes and packets were changed systematically.
The reason for not having a comparison for key submission
on blockchain is because we did not capture its access delay
time in our experiment. Similarly, we have no comparison
for decrypt message because there was no transfer of data in
this operation. The graph in Figure 16 shows a comparison
of access time delay of the five main operations. The sixth
operation i.e., key submission on blockchain is not compared
because of unavailability of its access delay time in our
experiment.
For further experimentation with the scalability assessment
test on the proposed solution’s multi-node blockchain, an
increased number of nodes in the blockchain configuration
are evaluated along with the requests load from IoT nodes.
For this purpose, we performed an entirely separate set of
experiments. We have created a new testbed in which three
physical machines/servers are connected to the blockchain
node. Each server in the new testbed consists of the SDN-wise
controller and IoT controller with the Cooja simulator’s help,
running on the same network, as shown in Figure 17. All the
three physical machines on the network are connected to the
MultiChain blockchain named sdn-bc-iot. The configuration
of the three deployed physical machines are mentioned in
Table XVIII. During simulation in each network, we increase
the number of IoT nodes with a constant 100 request per node
in a network with a delay of 600 ms. The total duration time
of each simulation with an increasing number of IoT nodes is
given in Table XIX.
Figure 18 shows that if the number of IoT nodes in connected SDN controllers to the blockchain increased by sending
a constant 100 number of requests, each with a 600 ms
delay, the system’s throughput decreases. Similarly, Figure 19
shows the performance concerning processing delays in various operations. We found out that encrypting and sending

Fig. 18. Throughput with 100 requests with increasing number of IoT
nodes on multi-node blockchain.

Fig. 19. Processing delay with increasing number of IoT nodes on multinode blockchain.

the message and trust index retrieval from blockchain among
all the six functions were the most expensive operations that
took around 1500 – 50,000 ms. Then, the key submission on
blockchain took about 99ms - 1000 ms. Table XX to XXIII
shows the processing delay and the throughput values with the
increasing number of IoT nodes on 1) Key submission request
on blockchain 2) Key retrieval from blockchain 3) Trust index
retrieval from blockchain, and 4) Feedback submission on the
blockchain, respectively.
In order to minimize the random error, we obtained the
reading of each experiment by performing it three times
and taking its average. We also observed that there was no
significant data skew in any of the readings that we captured.
Based on the results, we can conclude that our solution is
scalable for key and trust management in IoT networks using

Authorized licensed use limited to: National University Fast. Downloaded on February 19,2021 at 14:39:04 UTC from IEEE Xplore. Restrictions apply.

HAMEED et al.: SCALABLE KEY AND TRUST MANAGEMENT SOLUTION FOR IoT SENSORS

TABLE XX
K EY S UBMISSION R EQUEST ON B LOCKCHAIN

TABLE XXI
K EY R ETRIEVAL R EQUEST ON B LOCKCHAIN

TABLE XXII
T RUST R ETRIEVAL R EQUEST ON B LOCKCHAIN

TABLE XXIII
F EEDBACK R EQUEST ON B LOCKCHAIN

SDN for network transmission and blockchain for storing the
keys and trust indices of IoT devices.
VI. C ONCLUSION
This paper presents a novel scalable solution for key and
trust management of IoT devices in IoT networks. We proposed a framework that focuses on, 1) the registration process
of the IoT devices, 2) secured and trusted communication
between IoT devices, and 3) providing feedback of other
IoT devices based on their communication experience. The
solution is successfully set up and deployed through a virtual
and simulated network of IoT devices that is centrally managed
by a virtual SDN controller on a Linux machine. Along with
this, a blockchain on the same Linux machine is successfully
deployed using MultiChain. The implementation is effectively
able to cover the registration, communication and feedback
part of the proposed design i.e. when IoT devices join the IoT
network, then they generate a pair of private and public key
on the device itself. The IoT devices expose their public key
to the SDN controller and SDN controller is able to use its
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private key to sign the identity of IoT device bound by its
public key and publish it on the blockchain. Later, when an
IoT device wants to communicate with another IoT device,
then it asks the SDN controller to fetch the public key of the
other IoT device and use it to encrypt and send a message.
Upon receiving a message, the IoT device asks the SDN
controller to fetch the IoT device’s reputation from blockchain
and calculate the trust index. If the trust index exceeds a certain
threshold, then the IoT device decrypts the message using its
private key. Finally, the IoT device rates its experience with
the other IoT device and asks the SDN controller to submit
feedback on the blockchain for that IoT device. Multiple sets
of experiments are performed on the simulated environment
by changing the number of IoT nodes and packets for the
evaluation process. We found out that when we increase the
number of IoT nodes and packets, then there is no major
impact on the throughput and access delay times. We examined
the evaluation method by submitting keys on the blockchain,
retrieve keys from blockchain, encrypt and send messages,
retrieve trust indices from blockchain, decrypt messages and
submit feedback on the blockchain. Our evaluations proved
that the proposed solution is scalable when the number of IoT
nodes and requests are increased in an IoT network. Moreover,
to evaluate the proposed solution’s scalability on a larger scale,
we experimented with an increasing number of IoT nodes to
find its throughput and processing delay. We also performed
separate set of experiments with multi-node blockchain to
further evaluate the proposed framework. Therefore, we can
conclude that our proposed solution which includes blockchain
as decentralized storage for public keys and reputation history
of IoT devices along with SDN for routing network traffic
provides a scalable and effective solution.
The current solution can be extended in the following
directions as future work:
1) Dynamic load balancing with distributed SDN-WISE
controllers.
2) Scaling multiple heterogeneous IoT networks with the
proposed SDN-WISE and Blockchain solution.
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