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Abstract—The NFC-Forum released a specification of Signa-
ture Record Type Definition (SRTD) shortly after the attacks
related to NFC tags surfaced in 2009. The specification adds
digital signatures to provide authenticity and integrity to the
NFC Data Exchange Format (NDEF) messages. However, the
specification in its current form has some shortcomings. For
instance it has very limited options for signature algorithms.
Further there is no fully-compliant implementation of the SRTD
and the application developers might end up implementing their
own integrity solution in non-standard (non-compliant to SRTD)
way.

In this paper, we revamp the current SRTD specification
to improve its deficiencies. First, we propose a larger and
more flexible combination of signature algorithms for efficient
authentication of tag data. Subsequently, we develop a fully
compliant prototype of our modified SRTD with all the standard
authentication/certification primitives on NFC-based tags and
Smartphone. Finally, we perform an in-depth performance
evaluation of different signing and verification operations that
focuses on execution time and data overheads.

Index Terms—Near Field Communication, NFC Security, Dig-
ital Signature Records, NFC Integrity, Tag Authentication

I. INTRODUCTION

Near Field Communication (NFC) is a standards-based,
wireless communication paradigm that enables simple and safe
two-way interactions between electronic devices over a short-
range (a few centimeters). NFC enabled devices can establish
communication with each other by a simply coming into close
proximity with each other. Current and envisioned applications
for NFC include contactless transactions, micro payments with
Smartphone, data exchange, and simplified setups for more
complex communications such as Bluetooth and Wi-Fi.

NFC devices can be used in arbitrary applications. In
particular NFC enabled devices have huge potential in mobile
payments [14], [16], retail systems [13], [22] and ticketing
system deployed for public transport [27]. NFC also provides
non-payment opportunities in advertising, consumer electron-
ics, gaming, healthcare and wellness [19], [20], and social
networks [15], [26].

With the increasing number of available use cases for NFC
technology, the threat of abuse and security vulnerabilities
have also increased. Security can be the Achilles’ heels in the
wide spread adoption of NFC based applications. For instance
with eavesdropping, an attacker can listen into NFC trans-
actions and access victim’s credentials such as his financial
and personal information and use it for malicious intent [18].

Apart from eavesdropping, data corruption and manipulation
is also becoming an increasingly common threat [21]. Lack
of efficient security mechanisms will be, without doubt, the
limiting factor in the wide spread adoption of NFC based
applications.

Mulliner [21] was the first security researcher to highlight
the issues related to tag authentication. After that the NFC-
forum [47] proposed a NFC Signature Record Type Definition
(SRTD1), a candidate specification for signing NFC tags. The
SRTD specification is designed to help the developers verify
the authenticity and integrity of data stored in an NFC tag.
Theoretically this ensures that no one can modify the data
held on the tags, or replace it with a fraudulent one, without
the application knowing it has been tampered with. It must be
noted that SRTD specification is simply a standard document
and the NFC-forum is keen to point out that “it does not
define or mandate a specific Public Key Infrastructure (PKI)
or certification system, nor does it define a new algorithm for
use with the SRTD.” The specification only give the developers
guidance for building their own choice of security system into
their applications.

The SRTD specifications in its current form have some
shortcomings. First of all, the specification is restrictive in
nature with only hand full of options for signature algorithms.
Secondly, among the listed algorithms some are based on
1024-bit RSA and SHA-1. These algorithms have already been
phased out for government use and consequently will have
limited commercial life. Finally, there is no fully compliant
open source implementation of SRTD. The developers are
free to introduce different integrity solution (non-compliant
to SRTD) into the their applications and eventually turn
this defense mechanism into a heterogeneous non-compliance
problem. These limitations can have serious implications and
therefore requires revamping of the current SRTD specification
to provide a larger and more flexible combination of signature
algorithms for efficient authentication of tag data.

In this paper we propose some extensions in SRTD speci-
fications to incorporate a larger and more flexible combina-
tion of standard signature/certification primitives. This also
includes HMAC based authentication code, which was previ-
ously ignored altogether. HMACs have low space requirement
and can effectively provide NDEF message authentication by
utilizing low end and less expensive tags. We also imple-
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mented a prototype of our modified SRTD with all the standard
authentication/certification primitives on NFC-based tags and
Smartphone.

NFC tags normally have very limited storage (1-4 KB),
therefore a right mix of signature/certification techniques are
needed to provide efficiency without compromising the secu-
rity. It is only with in depth evaluations that we will be able to
recommend an efficient and lightweight authentication scheme
that best fits the security and performance requirement i.e. for
what tag size and computational facility, which authentication
scheme is most efficient.

II. DISCUSSION ON STATE OF THE ART

The recent advances in NFC technology and wide scale
proliferation of NFC enabled smart devices have resulted in
an increasing interest in the security aspect of NFC based
applications. This section highlights existing work on digital
signature for NDEF messages.

Roland et al. [23] discuss the potential of SRTD defined by
NFC-forum [4] for the NDEF messages. They emphasize that
digital signatures must be used in a proper way and that the
signature is only useful for some elements of an NDEF record.
They conclude that “a minimum of integrity and authenticity
is achieved by signing the Type, ID, and Payload fields” and
that the flags “MB and ME [. . . ] should never be signed
to allow [for] moving blocks of signed records within an
NDEF message”. In [24], Roland et al. further investigates
the security of SRTD. They introduced “Record Composition
Attack” where an attacker select multiple unrelated NDEF
records in a message signed by a single trusted authority and
combine them into single context to create new meanings. In
order to bypass this vulnerability all the records must form a
single content group before signature, only then they can be
trusted to belong to each other.

In [17], Markus Kilas evaluated the performance of sig-
natures on low end Nokia 6131 NFC enabled mobile phone
for RSA, ECDSA and DSA. For the most part the results
are on the order of many seconds (4 to 18 seconds) and are
therefore unacceptable in terms of usability. Based on the
results presented in this paper it is safe to conclude NFC-
enabled smart phones are more than capable of verifying
different types signatures in NDEF signature records with no
impact on user experience.

In [25], Rosati et al. proposed usage of ECQV certificates
and ECPVS signatures [9] in addition to the ECDSA signature-
scheme. ECQV certificates and ECPVS signatures provide
efficient space utilization for constrained environments on tags,
but they are computationally quite expensive specially when it
comes to reconstruction of Public Key value. Rosati et al. never
evaluated the performance of ECPVS signatures, thus, leaving
the usability impact of their proposed scheme unknown.

From the discussion above, we can easily see that NFC-
forum [4] has played a major role in defining SRTD to address
the issues related to tag authentication. The SRTD is a very
generic document with handful of options just to guide the
developers to build their own choice of security system into

their applications. Our motivation in this paper is to effi-
ciently implement all the standard authentication/certification
primitives on NFC-based tags and Smartphone, and evaluate
their performance under different scenarios. To the best of our
knowledge, this is the first comprehensive study of a large
number of integrity primitives dedicated solely to its perfor-
mance. Our results provide insights into important practical
issues of NDEF message authentication, including at what cost
SRTD offers benefits, and under what situations SRTD is best
suited for use in the in NFC ecosystem.

III. NFC DATA EXCHANGE FORMAT (NDEF) AND
RECORD TYPE DEFINITIONS (RTDS)

NDEF [3] is a lightweight, binary message encapsulation
format to exchange information between two NFC devices or
an NFC device and a tag. In short, NDEF outlines the format
and the rules for exchanging data structures through NFC.
The layout of a NDEF record is depicted in Fig. 1. Any NDEF
message can comprise of more than one NDEF records. These
records consist of multiple header fields and a payload field
with actual application specific data.

The payload data is formatted according to the actual
application specific data type published in the form of Record
Type Definitions (RTDs) [5] by the NFC-forum. The RTD
architecture is very flexible and designed to facilitate any NFC
interaction. Basic RTDs for well known use cases includes;
text RTD [10], URI RTD [12], smart poster RTD [7] and
generic control RTD [2].

Fig. 1. Structure of an NDEF message [11]

IV. SIGNATURE RECORD TYPE DEFINITION (STRD)
The SRTD [6] provides digital signatures to NDEF mes-

sages and enable users to verify the authenticity and integrity
of data within an NDEF message. The specification lists
signature algorithms and certificate types that can be used.
In its current form the specification of SRTD supports RSA,
DSA and ECDSA (with only SHA-1 hash) as digital signature
algorithms and X.509 or X9.68 certificate formats.

A SRTD is like any other NDEF record and easily blends
within standard NDEF messages. Fig. 2 outlines the complete
layout of a typical SRTD, which consists of three parts: a
version information, a digital signature, and a certificate chain.
These parts are discussed in the following subsections.



Fig. 2. Structure of a Signature Record Type Definition (SRTD) [24].

A. Version Field

The Version field specifies the version of the SRTD. Cur-
rently, there is only one official version available. Thus all
acceptable SRTD compliant records must have this field set to
a value of 0x01.

B. Signature Field

The Signature field contains either the actual signature or
a URI containing a reference to a remote location where
the reference may be found. Fig. 2 show the subfields of
the Signature field. If the 1 bit of URI present field is on,
then the Signature/URI field contains a URI which points
to a location where the signature may be found. In both of
these cases the Signature Type field identifies the type of
the signature algorithm being utilized. The listed signature
algorithms in current SRTD specification includes RSASSA-
SHA1, RSA-SHA1(PKCS 1), DSA and ECDSA-P192-SHA1
with Hex identification of 0x01 to 0x04 respectively. Values
0x05-0x7f are reserved for future use.

C. Certificate Chain Field

The Certificate Chain consists of n certificates, each vali-
dating its previous certificate, till the root certificate issued by
the root certification authority. Fig. 2 show the subfields of
the Certification Chain field. The URI present field indicates
whether the Certificate Chain is to be found in the Certificate
Store field or it is to be located using a URI present in the
Certificate URI field. The Number of Cert. field contains the
number of certificates placed in the Certificate Store field. The
Certificate Format field indicates the type of certificate present.
Based on the current specification the certificate format may
be either X.509 or X9.68.

Fig. 3 shows how the SRTD is integrated in a NDEF
message to sign the NDEF records. Each signature record
signs all the preceding NDEF records either from the first
record in the NDEF message or from the record following the
previous signature record.

Fig. 3. Sample of a Signed NDEF message [24].

V. EXTENSION OF SIGNATURE RECORD TYPE

NDEF message authentication and integrity assurance is
necessary to provide trust in the NFC ecosystem where users
connect over-the-air to unknown readers, tags and peers. The
major challenge for NDEF message authentication is to make
it as fast, easy and cheap as possible and still offer sufficient
security.

NFC tags are constrained in memory and still are quite
expensive. The choice of algorithms in SRTD has a major
impact on tag memory usage, cost and device performance.
In any typical scenario, the signature records are much larger
than the NDEF messages they are intended to protect. With a
short (8-179 bytes) NDEF message the signature record can
balloon to over 1000 bytes, depending on the type of signature
and certificate(s) used. Due to this the signature records may
only fit on larger, more expensive tags.

Due to advancement in computational resources and recent
attacks, 1024-bit RSA and SHA-1 hash algorithm were phased
out for Government use in 2008 and 2010 respectively. Current
SRTD is mainly based on 1024-bit RSA and SHA-1, presum-
ably because keys and certificates are smaller, and more widely
available. Although SRTD is designed to accommodate the
future needs of NDEF message authentication and therefore
set general guidelines to support digital signature mechanisms,
the technical specifications are restrictive in nature with only
hand full of options for signature algorithms.

In this paper, we propose some amendments in current
specification to support more flexible and realistic range of
standard signature/certification primitives. Signature Field in
SRTD consists of a 7-bit subfield titled Signature Type (see
Fig. 2). This field is used to indicate the signature algorithm
being used. The new values proposed for Signature Type
are listed in Table. I. The Signature Type field RSA-1024-
SHA2-256 means that the signature algorithm is based on
1024 bit RSA and SHA-256 hashing algorithm. Similarly,
HMAC-SHA2-256 with 256 bits key means 256-bit HMAC
is used with SHA-256 hashing algorithm to provide message
authentication.

We have also extended the SRTD to support HMAC based
authentication codes, which were previously ignored alto-
gether. HMACs can be effectively used in a wide range of
NFC applications like NFC contactless transactions, micro-
payments and ticketing, or any other use case where the
data is issued/processed within a single administrative domain.
HMAC are based on hashing function and symmetric cipher,
but does not require any sort of corresponding certificates. The



TABLE I
PROPOSED VALUES OF SIGNATURE TYPE FIELD

Hex Signature Type
0x00 No signature present
0x01 RSA-512-MD5
0x02 RSA-1024-MD5
0x03 RSA-2048-MD5
0x04 EC-160-MD5
0x05 EC-192-MD5
0x06 RSA-512-SHA1
0x07 RSA-1024-SHA1
0x08 RSA-2048-SHA1
0x09 EC-160-SHA1
0x0A EC-192-SHA1
0x0B RSA-512-SHA2-256
0x0C RSA-1024-SHA2-256
0x0D RSA-2048-SHA2-256
0x0E EC-160-SHA2-256
0x0F EC-192-SHA2-256
0x10 RSA-512-SHA2-512
0x11 RSA-1024-SHA2-512
0x12 RSA-2048-SHA2-512
0x13 EC-160-SHA2-512
0x14 EC-192-SHA2-512
0x15 RSA-512-SHA3-256
0x16 RSA-1024-SHA3-256
0x17 RSA-2048-SHA3-256
0x18 EC-160-SHA3-256
0x19 EC-192-SHA3-256
0x1A RSA-512-SHA3-512
0x1B RSA-1024-SHA3-512
0x1C RSA-2048-SHA3-512
0x1D EC-160-SHA3-512
0x1E EC-192-SHA3-512
0x1F HMAC-MD5 with 128 bits key
0x20 HMAC-MD5 with 256 bits key
0x21 HMAC-SHA1 with 128 bits key
0x22 HMAC-SHA1 with 256 bits key
0x23 HMAC-SHA2-256 with 128 bits key
0x24 HMAC-SHA2-256 with 256 bits key
0x25 HMAC-SHA2-512 with 128 bits key
0x26 HMAC-SHA2-512 with 256 bits key
0x27 HMAC-SHA3-256 with 128 bits key
0x28 HMAC-SHA3-256 with 256 bits key
0x29 HMAC-SHA3-512 with 128 bits key
0x2A HMAC-SHA3-512 with 256 bits key
0x2B-0x7F RFU

authenticity of the exchanged message relies on the pre-shared
symmetric keys. HMACs have low space requirement and can
effectively provide NDEF message authentication by utilizing
low end and less expensive tags. Absence of certificates in
SRTD is not handled in the current specifications. Thus to
cater for signature records where certificates are not applicable,
we propose the following amendment to the certificate format
values, as shown in Table. II.

TABLE II
PROPOSED VALUES OF CERTIFICATE FORMAT FIELD

Hex Certificate Format
0x00 No certificate present
0x01 X.509 [X 509]
0x02 X9.68 [X9 68]
0x03-0x07 RFU

When the signature type field carries a values between 0x1F
to 0x2A (HMACs) inclusive and the certificate format will
have the value 0x00, no certificate(s) will be present in the
record. Thus using HMACs for message authentication will
provide efficient memory utilization for space-constraint tags.

VI. DESIGN AND PROTOTYPE IMPLEMENTATION

The implementation of proposed SRTD specification is
divided into two main steps i.e. signing and verification. The
signing part is integrated in the NFC writer application and
verification part is integrated in the NFC reader application.
In the following subsections both of these applications are
discussed.

A. NFC Writer

The NFC writer is responsible for constructing a signature
record for the NDEF message. The signature record includes
the signature, possible certificates as well as information about
the chosen algorithms and formats. Once the signature record
is constructed, it is appended with the message, and the
message is ready to be written to a tag. Different components
of the writer (signing) application are discussed below (see
fig. 4).

Fig. 4. Component Diagram of NFC Writer (Signing) Application

1) Hash Calculator: The SRTD enabled writing process
starts with the calculation of hash. The writer application
passes the desired NDEF record(s) as an input to Hash
Calculator. Here, a hash is computed based on the hashing
algorithm selected by the application. This calculated hash is
then passed on to Signature Manager for further processing.
The user or application is free to select different families and
variants of hashing algorithms listed in Table I.

2) Signature Manager: The function of the Signature Man-
ager module is to sign the hash value received from the
Hash Calculator. The application can select desired signature
algorithm (listed in Table I) based on its preferences. The
signature is performed by utilizing the private key of the
signing entity stored in a local key-store repository. After the
hash value is signed, the signature is placed in the signature
field of the SRTD.

3) Certificate Generator: Digital certificates are used to
bind the identity of an entity with its public key. Within the
scope of SRTD, certificates are required to authenticate the
legitimacy of an entity’s public key that signs a tag. The
Certificate Generator maintains the certificates (which contain
public key of the signing entity) signed by a Certification
Authority (CA). Once a signature is generated by the Signature



Manager, the Certificate Generator places the corresponding
certificate of the tag signing entity in the Certificate Chain
field of the signature record. The SRTD can use two different
formats of certificates i.e. X.509 and X9.68. The placement
of certificate in the Certificate Chain field will complete the
generation of signature record. Now the signature record is
appended with the original NDEF record(s) and written into
the tag.

Fig. 5. Component Diagram of NFC Reader (Verification) Application

B. NFC Reader

The NFC reader application is responsible to validate the
authenticity and integrity of the SRTD in any NDEF message.
The major components of the reader application are discuss
below (see Fig. 5).

1) Message Parser: The Message Parser component is
responsible for parsing different fields of the SRTD placed
within a NDEF message. Primarily, it demarcates the NDEF
and signature record so that individual fields may be parsed.
For example, the parser may parse the signed hash and
certificate chain from the signature record, and the actual
payload from the NDEF record. The message parser, parses
all the elements from the records and passes the relevant fields
to other modules for processing.

2) Hash Calculator: In the reader application, the Hash
Calculator computes a hash of the NDEF record passed
on by the Message Parser. Here, the decision of applying
specific variant of hashing algorithm is based on the hashing
information extracted from the signature record of the read
tag. The newly generated hash is temporarily buffered and
later passed on to the Comparator module for final validation.

3) Verification Manager: The responsibility of the Verifi-
cation Manager is to verify the signature read from the tag
and retrieve its original hash value. The Verification Manager
receives complete signature record, which includes Version,
Signature Field and Certificate Chain, from the Message
Parser. With the help of these field the Verification Manager
retrieves the public key of the signing entity and use it to

retrieve the hash value from the signature. The hash retrieved
from the signature is temporarily kept in buffer and later
passed on to the Comparator module for final validation.

4) Certificate Manager: The Certificate Manager is respon-
sible for authenticating that the public key of the signing entity,
received in the Certificate Chain subfield of the SRTD. The
Certificate Manager does this by validating the Certificate
Chain, where each certificate verifies the one preceding it,
except the last which is verified by the root certificate.

5) Comparator: The Comparator is the final check to
decide whether data integrity has been upheld. It receives two
parameters; the hash value calculated by hashing the payload
in the NDEF record (say Hash 1), and the hash value retrieved
after verifying the signature in the signature record (say Hash
2). The Comparator compares the two hashes to make a
decision as to whether data integrity has been upheld, or
whether the read tag has been modified. If Hash 1 and Hash 2
are not same, the system raises a security warning, intimidating
the application user that he might in fact be reading a modified
tag whose integrity has been compromised. If Hash 1 and
Hash 2 are same, the application detects that the integrity of
the message read from a NFC tag has not been compromised,
and it allows the message to perform operations on the mobile
device pertaining to user applications (for example opening a
URL in a browser, generating an SMS, etc.)

C. Prototype Implementation

We have developed a prototype implementation of the com-
ponent architecture discussed above. We have used Android
platform (Eclipse IDE with Android SDK) for the development
of the Tag Writer and Tag Reader applications. As mentioned
before, SRTD supports multiple cryptographic algorithms,
therefore we have used Spongy Castle API [8] (Android
version of open source Bouncy Castle API [1]), since it has
support for almost all of the algorithms needed.

The SRTD specification outlines two certificate formats, i.e.
X.509 and X9.68. Since there is no implementation of X9.68
specification in Spongy Castle, our prototype implementation
does not support this format. For evaluations we have created
a dummy X.509 version 1 (V1) self signed Root certificate and
store it in a local repository. We also created a X.509 version
3 (V3) client certificate which is signed by the root certificate.

VII. EVALUATIONS

This section presents the performance evaluation of the
Signature RTD to measure the efficacy of using digital signa-
tures. Our evaluations mainly focus on signature record size
overheads and the extra delays (processing time) incurred with
the addition of the SRTD in NFC reader and writer application
architecture. Any evaluation that involves interaction between
a NFC tag and a Smartphone requires a lot of patience. The
NFC tag is manually read and the evaluation reading is then
noted by inserting measurement stamps at different function
points. For all the experiments we used fix 40 bytes payload
of the text RTD and any given measurement is an average of
10 readings. We used HTC One X: Android (4.1.1) Jelly Bean



(a) RSA Signature Record Size (b) ECDSA Signature Record Size (c) HMAC Signature Record Size

Fig. 6. Signature Record Size Comparison (bytes)

(a) RSA Signature Record Generation Time (b) Avg. Time for Writing RSA Signature Record (c) ECDSA Signature Record Generation Time

(d) Avg. Time for Writing ECDSA Signature Record (e) HMAC Signature Record Generation Time (f) Avg. Time for Writing HMAC Signature Record

Fig. 7. Time for Generating and Writing Signature Records

with 1 GB RAM and a 1.5 GHz Quad Core CPU with a 1
Mbps best effort Internet connection.

A. Signature Record Size

As discussed earlier in §V, the signature records are much
larger than the NDEF messages they are intended to protect.
This can be a serious overhead as there will be much lesser
space for the actual data. For low end tags with 1KB or less
space, having both the signature and the certificate chain in
the record might be significant overhead.

Based on our prototype implementation, we evaluated and
compared the SRTD size overhead for 30 plus signature types
listed in Table. I. To compare the signature records, we created
one signed message for different algorithms using the pro-
totype application. The signature type RSA-1024-SHA2-256
means that the signature algorithm is based on 1024 bit RSA
and SHA-256 hashing algorithm. Similarly, HMAC-SHA2-
256 with 256 bits key means 256-bit HMAC is used with SHA-
256 hashing algorithm to provide message authentication.
We also created two dummy self signed Root certificates,
one using 2048-bit RSA key pair and the other with 192-

bit ECDSA. These root certificates are later used to sign the
client certificates that will be part of the certificate chain in
the signature record.

Fig. 6 shows the size comparison for overall signature
records using different algorithm. We have grouped the graphs
in three different families i.e. RSA, ECDSA and HMAC for
better presentation. The signature record with 512-bits RSA
has a combined size of about 837 bytes, where 64 bytes
belongs to actual signature, 766 bytes are consumed by the
certificate chain and 7 bytes goes to different header fields of
SRTD (see fig. 6(a)). The hashing algorithm has no impact
on the overall size. The overall signature record size for 1024
and 2048 bit RSA is 1040 and 1435 bytes respectively. It
is observed that the certificate chain occupies a considerable
portion of the overall size. The larger volume of RSA-
certificates is also related to the fact that we have used 2048
bit keys for the root CA to sign the client certificates. Here
we deliberately ignored 1024 bit RSA for certification, due to
the fact that it has already been phased out of Government use
and many commercial websites like Gmail and Facebook are



(a) RSA Signature and Certificate Verification Time (b) Total Tag Read and Verification Time (RSA) (c) ECDSA Signature and Certificate Verification Time

(d) Total Tag Read and Verification Time (ECDSA) (e) HMAC Verification Time (f) Total Tag Read and Verification Time (HMAC)

Fig. 8. Time for Verification of Signature Record

also using 2048 bit RSA.
Fig. 6(b) shows the size comparison for ECDSA. The

ECDSA-192 signature is about 56 bytes, which is even less
than the smallest RSA signature. With the certificate chain
size of 517 bytes, the complete signature record for different
variants of ECDSA-192 reached 580 bytes. The observation
that certificate chain occupied the most space also remain
true for the ECDSA. Nevertheless, based on smaller signature
record and smaller key size, ECDSA is preferred on RSA and
it can also be used effectively with low end Mifare 1K NFC
tags.

Finally, the signature record size comparisons for HMACs
are presented in fig. 6(c). HMACs are based on hashing
function and symmetric cipher, and do not require any sort
of corresponding certificates. This is very liberating and due
to non-reliance on certificates, the worst case signature record
size with HMAC is 71 bytes including the SRTD header fields.
Based on size comparison HMAC is a clear winner, which can
be effectively used with the lowest possible Type 1 NFC tags.
However, HMAC do have a limitation i.e. it can only be used
in pre-shared key environment or applications where signing
and verification of data is done under a single administrative
domain.

B. Processing Time

Processing time is another very important performance met-
ric for evaluating the signature record. We want to measure the
extra processing delay incurred by the signed message and this
processing time is defined/measured separately for verification
and signing of tag content. Again, we have grouped the graphs
in three different families i.e. RSA, ECDSA and HMAC for
better presentation.

1) Processing Time for Signing Tag: Processing time for
signing a tag is the total time for calculating the signatures as

well as constructing and appending the signature record(s) to
the message before it is ready to be written to the tag. Fig. 7
shows the processing time comparison for signing and writing
signature records to tag using different algorithm. For RSA
based algorithms, the maximum processing time is approx 82
ms for the RSA-2048-SHA3-512 signature type (see fig. 7(a)).
This includes signature generation as well as creation of SRTD
to be written on the tag. Signature record generation time of 82
ms seems negligible till we add the time to write the records
to the tag. In worst case the delay is approx 2.25 seconds
for generating and writing a signature records (see fig. 7(b)).
If we consider ECDSA, the maximum processing time and
time for writing an ECDSA record is approx 71 ms and 1.04
seconds respectively (see fig. 7(c) and 7(d)). For HMACs
the processing and writing delay are just 3.6 ms and 345 ms
respectively (see fig. 7(e) and 7(f)). From the results, it is
quite clear that processing delays are negligible compared to
actual time spent on writing the data to the tag. Here, writing
delay is the real limiting factor, which inherently depends on
the size of the message and due to this RSA based signature
records suffer the most.

2) Processing Time for Verifying Tag: The processing time
for tag verification is calculated when the parsing is started
until the verification operations are finished and the user can
see the notification. Just like signing process we have perform
all the experiment to evaluate the processing time for the
verification of tag content. Fig. 8 shows the processing time
comparison for verifying the signature and certificate using
different algorithm. For RSA based algorithms, the maximum
processing time is approx 13.4 ms for the RSA-2048-SHA3-
512 signature type (see fig. 8(a)) and on average it remains
below 10 ms. If we add the time to read the tag content, the
maximum verification time reaches 1.9 seconds, but remains
under 1.0 seconds on average (see fig. 8(b)). If we consider



ECDSA the maximum processing time and time for reading
an ECDSA record is on average 70 ms and approx 550
ms respectively (see fig. 8(c) and 8(d)). For HMACs the
processing and reading delay are just over 1.2 ms and 300
ms on average respectively (see fig. 8(e) and 8(f)). From
the results, it is quite clear that processing delays are again
negligible compared to actual time spent on reading the data
to the tag. Just like the writing delay in the signing process,
the reading delay is the real limiting factor of the verification
process, which inherently depends on the size of the message.
Nevertheless, on average the total verification time is either
1 second or less than 1 second and this is also true for RSA
scheme on average.

In general, the verification process is faster than the signing
process. This is good since the verification process involves
interaction with real users and if the verification takes too
long the user might get frustrated with the system. According
to the discussion in [17], “a delay 0.1 seconds is perceived as
instantaneously, 1.0 seconds is the limit for the user flow of
thought to stay uninterrupted and 10 seconds is the limit for
keeping the user’s attention focused”. With this observation
we can conclude that almost all the signature/certification
algorithm evaluated for processing time will have no effect
on the usability, provided the publisher of the tag can afford
the required sized tag. The choice of RSA based algorithm
would definitely cost more in terms of expensive tags.

VIII. CONCLUSION AND FUTURE WORK

In this paper we proposed a larger and more flexible
combination of standard signature/certification primitives to be
included in current SRTD specification. We also implemented
an Android based prototype of the proposed SRTD with all
the standard authentication/certification primitives to provide
efficient and flexible means of integrity for NDEF messages.
In the end we performed a comprehensive performance study,
of different signing and verification algorithms that focused
on processing delays and data overheads.

Based on our evaluations we observed that HMACs have
the lowest space requirement and processing latency. It can
effectively provide NDEF message authentication by utilizing
low end and less expensive tags. Further, RSA based algorithm
have high requirement for space. Therefore, they won’t be a
perfect fit for less expensive tags with limited space. The ver-
ification process is faster than the signing process and almost
all the signature/certification algorithms that were evaluated
for verification will have no visible effect on the usability.

In future, we would like to further extend the SRTD with
more available cryptographic integrity primitives, compatible
with the NFC ecosystem. Further it would be interesting to
perform a similar in-depth comprehensive study on computa-
tionally heterogeneous devices.
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