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Introduction
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 The legacy of DDoS continues to grow in sophistication

and volume.

 Recently, IoT devices are used to generate DDoS for

millions of IPs (1.2 Tbps attack on DYN).

 Websites known as Booters offering “DDoS as a Service”

has made the situation worse [1].



DDoS Defense
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 Destination based DDoS defense schemes are popular due

to higher accuracy and cheaper cost

 However they cannot mitigate attack on the path to the 

victim and waste resources

This calls for an efficient mitigation strategy to 

ease out network resources along the transit path 

of an attack from source to victim.



Push-Back DDoS Mitigation
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 Push-back schemes to mitigate DDoS attack along the attack path 
has been discussed in the research community [14], [15]. 
However,

 They require more resources at various levels

 The push-back mechanism must be deployed in all the participating 
network components (routers and switches).

 Complexity and overhead because of the coordination adds serious 
management challenges. 

Here SDN can promise ease of management, where a
single controller can manage the coordination among all
the network components at the AS level.



SDN Based DDoS Mitigation
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 SDN bring us new approaches to deal with DDoS attacks (destination based 

approaches are discussed here [7]–[13]).

 In [6], Giotis et al. proposed a push-back DDoS mitigation scheme across 

multiple SDN networks.

 Embed the incident report as URIs within BGP signals. 

 BGP is very complex and hard to master.

 Any modifications to existing protocol will challenge the deployment. 

 Incident exchange will only take place after every BGP update interval. Therefore, the report 

latency will increase with the number of hops.

 No validation of incident reports exchanged among the adjacent SDN domains. This could 

make the whole infrastructure vulnerable to fake incident reports from malicious domains.



Contribution 
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 Propose a lightweight, efficient and easy to deploy collaborative 

DDoS mitigation scheme leveraging SDN.

 SDN controllers in different AS use a secure C-to-C 

communication protocol to effectively communicate and 

inform about an ongoing attack. Through this approach the SDN

 Block the malicious flows within the network.

 Inform the neighboring domains/networks about an ongoing attack.



High Level Architecture
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Controller to Controller Protocol (C-to-C)
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Component Architecture of Controller
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Work Flow
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Testbed
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 We use Mininet [2] to emulate the networks with POX

[3] as the controller platform.

 All the Mininet instances emulating different networks

are connected via GRE tunneling.

 For most part each node in our testbed consists of 2.60

GHz Intel core i5 CPU, 8 GB RAM, 500 GB HDD and

1 Gbps Ethernet card.

 Scapy [4] to generate attack and legitimate traffic.



Deployment Approaches (Linear) 
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Deployment Approaches (Centralize) 
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Deployment Approaches (Mesh) 
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Effect on Attack Mitigation (Linear)
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 8 networks (1 src, 1 dst, 6 
interim --- as per ISP settings 
the AS path is stable at 4.3 
hops [5]).

 21,960 pkt/secound (4,392 
legit, 17,568 malicious)

 1st experiment LAN settings 
with no delays and 1K attack 
IPs.

 2nd experiment added AS-to-
AS communication latency.

 150 ms avg delay using a 500 
Kbps Internet and 100K attack 
IPs.



Effect on Attack Mitigation (Mesh)
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 The controller are directly and effect is immediate drop in attack 

traffic.



Performance of Central Control Plane
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Dissemination delays of the flows.

 Core i3 @ 1.70 GHz and 4 GB RAM for central controller.

 100 different flows in Burst mode, 100ms delays and 500 ms delays 

(delay between two attack definitions).

 28, 34 and 50 seconds to dissipate the flows



Performance of Central Control Plane
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Payload size on Performance.

 1K IPs, 10K IPs and 100K IPs.

 1.8 ms, 13ms an 137 ms to process (signature verification and 

insertion of flow table entry) 1K IPs, 10 IPs and 100K IPs 

respectively.



Conclusion 

 We present a lightweight, efficient and easy to deploy collaborative
DDoS mitigation scheme leveraging SDN.

 Efficient propagation of attack definitions all the way from the
victim to the attack sources.

 Introduced three different deployment approaches i.e. linear, central
and mesh in our testbed and tested the overall efficiency.

 The effect of mitigation is instantaneously transferred from
destination to source.

 It took around 2.14 seconds to mitigate the attack in an eight hop linear
deployment.

 Only requires somewhere between 290 to 330 ms to process and
forward attack definitions between adjacent networks.
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