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Abstract We introduce LENS (LEveraging social Networking and trust to prevent Spam transmission),  
a novel spam protection system which leverages the recipient’s social network to allow correspondence 
within the social network to directly pass to the mailbox of the recipient. To enable new senders to 
send emails, legitimate and authentic users, called GateKeepers (GKs), are selected from outside the 
recipient’s social circle and within predefined social distances. Our evaluations show that LENS provides 
each recipient reliable email delivery from a large fraction (up to 55% of entire userbase) of the social 
network; it is also effective and lightweight in accepting all the legitimate inbound emails in the real 
email traces. LENS imposes zero overhead for the common case of frequent and familiar senders, and 
remains lightweight for the general case. Our prototype implementation of LENS in Postfix/MailAvenger 
shows that LENS consumes up to 75% less CPU and 9% less memory as traditional solutions like 
SpamAssassin. 
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1 Introduction 

Spam emails have largely outnumbered legitimate ones, 
increasing from 65% [5] in 2005 to 89.1% (262 billion spam 
mails/day) in 2010 [2]. Spam is projected to cost $338 
billion by 2013 [4]. The common state-of-the-art strategy 
used today only filters spam from the user’s inbox (i.e. 
recipient’s edge), but the spam already traverses the network, 
and provokes non-negligible cost to network operators in 
terms of bandwidth and infrastructure. On the other hand, 
content-based filtering has turned spam problem into false 
positives and false negatives.  

There have been innumerable attempts to mitigate spam, 
including recent solutions that exploit trust embedded in 
social networks [14,23]. RE: [14] suggests that recipients 
can trust senders in their immediate social neighborhood, 
and proposes a zero false-positive mechanism for vetting 
emails sent by their friends or friends of friends (FoF)1. 
However, emails coming from outside this circle still need to 

be verified by unreliable spam filters. In contrast, Ostra [23] 
introduced a system of credits that allows anyone to send 
email to anyone else, as long as their balance of credits 
allows them to get a token. Unfortunately, for Ostra to be 
successful, the entire network would need to adopt the 
system.  

In LENS, we aim to create a system that, like RE:, can be 
deployed individually by small groups of users, but allows 
for a reach greater than FoF. In order to accomplish this, 
we create a per-recipient ego-centric view of the entire social 
network of email users. Anyone who is within a recipient’s 
community (i.e. a friend or FoF in the context of this paper) 
can email the recipient directly. To enable senders who are 
farther away, LENS enlists a set of legitimate and authentic 
users, called GateKeepers (GKs) at various hop counts 
away from the recipient. These GKs are used to vouch for 
new senders in its immediate social circle by issuing them 
un-forgeable vouchers. Essentially, the protocol requires a 
first-time sender’s (senders from outside the social circle of  
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a particular recipient) mail server (MS) to present a valid 
voucher, at the SMTP time, before sending the payload. This 
enables the recipient’s MS to quickly terminate an invalid 
connection, saving valuable resources both in the MS and 
in the network.  

An early version of this work appeared as an invited 
workshop short paper [15]. In this paper, we provide a 
more detailed description of different LENS components, 
prototype implementation, legitimacy of GK selection and 
security concerns.  

We evaluate LENS extensively using two large social 
networks (Flickr and Facebook) of millions of users and two 
traces of email transactions (UniKiel and Enron). LENS is 
able to receive all incoming emails in the email traces by 
using less than 0.06% of users as GKs per recipient. We 
demonstrate through the social network traces that a 
recipient under LENS needs just a few hundreds of GKs in 
order to receive reliable emails from a substantial portion 
of the whole social network. For the email traces around 80% 
to 92% of the selected GKs have less than 300 recipients. 
Thus, even if an attacker compromises a GK, the affected 
number of recipients remains limited.  

We also implemented LENS in MailAvenger and Postfix. 
Our stress tests and micro benchmarks show that the 
overheads imposed by the additional processing are tolerably 
small. LENS is significantly less compute intensive (up to 
75% less CPU and 9% less memory) than current solutions 
like SpamAssassin. 

2 Related work  

Spam can loosely be defined as unwanted and unsolicited 
emails that target large sections of the “legitimate” populace 
of email users. While many of the legitimate emails can be 
between regular correspondents (and therefore considered 
solicited or wanted), the ability to send unsolicited emails 
is crucial for bootstrapping new communications.  

However, it is difficult, if not impossible, to automatically 
and accurately weed out unsolicited emails which are also 
unwanted. For instance, widely deployed state-of-the-art 
spam filters such as SpamAssassin [3] rely on content- 
filtering. Such filters are prone to mistakes and spammers 
are constantly refining their strategies to get past common 
content filter rules. Further, our evaluations (Section 6.4) 
show that such techniques are computationally intensive.  

An alternate approach is to decide unwanted emails based 
by black or whitelisting senders. Unfortunately, blacklisting 
known spammers is ineffective because spammers can easily 
create new addresses, whereas whitelisting friends (along 
with authenticating From: addresses using techniques like 
SPF [28]) is effective but does not allow unsolicited emails.  

It is possible to sidestep the issue of identifying unwanted 
emails and simply curtail the sending rate of spammers. 
Proof-of-work and computational puzzles have been used 
as pricing mechanisms that create resource bottlenecks and 
limit sending rates [6,12]. However, today’s spammers control 
large botnets and computational power is unlikely to be the 
primary bottleneck. Computational puzzles requiring human 
interventions (e.g. CAPTCHAs) are outsourced [11]. 

It has been observed that spammers need to send a huge 
number of emails simply because the end goal of a large 
fraction of spam is direct marketing, and the conversion rate 
is extremely low [18]. An interesting recent suggestion is to 
attack spam by blocking the handful of payment gateways 
that are used when a spam victim ends up making a financial 
transaction [20]. However, this could itself end up being a 
moving target in itself.  

In the rest of the section, we review several recent 
techniques (other than Ostra [23] and RE: [14], discussed in 
Section 1) that use social networks and trust and reputation 
systems to combat spam. Boykin and Roychowdhury create 
a social network of friends in the cyberspace based on the 
emails exchanged between them [8]. Using local clustering 
properties of social network they are able to classify 53% of 
all emails as spam or non-spam with 100% accuracy. However, 
the method is limited to offline analysis, and the remaining 
47% emails are left for other filtering techniques.  

SOAP [21] presents a social network based personalized 
spam filter that integrates social closeness, user (dis)interest 
and adaptive trust management into a Bayesian filter. 
However, several issues with SOAP, including the intrinsic 
cost of initialization and continuous adaptation of social 
closeness (between sender and recipient) and social interests 
(of an individual) in the Bayesian filter, limit its usage.  

SocialFilter [25] proposes a collaborative spam mitigation 
system that uses social trust embedded in OSN to assess 
the trustworthiness of spam reporter. Spammer reports from 
the SocialFilter nodes are stored at a centralized repository 
that computes the trust values of reports and identifies 
spammers based on IP addresses. However, SocialFilter’s 
effectiveness may be limited as spammers may use dynamic 
IPs.  

In Trust and Reputation Systems, network users try to 
calculate the reliability and trustworthiness of other users 
based on their own experiences and that of others. Boykin 
and Roychowdhury [8] proposed an automatic email ranking 
system based on trust and reputation algorithms. MailRank 
[10] is a spam detection system based on trust and reputation 
scheme to classify email addresses (apart from ranking 
emails as done in [8]) into spammer addresses and non- 
spammer addresses. It additionally determines the relative 
rank of an email address with respect to other email 
addresses. SNARE [17] infers the reputation of an email 
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sender solely based on network-level features, without looking 
at the contents of a message. Using an automated reputation 
engine, SNARE classifies email senders as spammers or 
legitimate with about 70% detection rate for less than a 0.3% 
false positive rate. However, lacking authentication and 
non-repudiation in standard trust and reputation solution 
make these solutions subject to identity spoofing, false 
accusation and collusion attacks. Further, these solutions 
consume extra valuable resources of email servers on email 
reception and filtering. In contrast, LENS can reject unwanted  
email traffic during the SMTP transaction. 

3 LENS architecture 

Instead of detecting spam, LENS mainly focuses on accepting 
legitimate emails from legitimate users. This is realized by 
the selection of legitimate users (community member in 
close social circle of a user or socially distant legitimate 
and authentic users called GKs) in legitimate Mail Server 
(MS). LENS (Fig. 1) comprises of four main components; 
(1) community formation, (2) trust management, (3) GK 
selection and (4) spam report handler, discussed in the 
following subsections. All these components run on a   
MS along with the Mail Transfer Agent (MTA) and SMTP 
server. Abbreviations used in this section and elsewhere 
are listed here (to save space) for reference: Mail Server 
(MS), GateKeeper (GK), Recipient (R), Sender (S), Friends 
of friends (FoF), Public Key (PK) and Secret Key (SK). For 
plural form we have appended “s” with the abbreviations, for  
instance, GKs for GateKeepers, Rs for recipients and so on. 

The MS is responsible for running LENS on behalf of the 
email users. Here we assume each email user can explicitly 
control his community (friends and FoF) and can give 
feedback by reporting spam emails. All the remaining 
functionality of LENS is handled transparently by the   
MS. MSs running LENS are assumed to be legitimate with 
an extended verification certificate issued from a Trusted  

 
Fig. 1 LENS architecture  

Certification Authority (CA)2. These certificates are used 
during server authentication (Section 3.4) to prove that the 
MS is legitimate. When a MS is certified (just like any 
web-server) by a Trusted CA it shows that the MS belongs 
to a legitimate owner or at least the identity of the MS’s 
owner becomes visible.  

Nowadays email users are moderated in companies, 
private institutes and universities. Furthermore, all major 
web-mail providers run bot detectors against non-human 
automatic account creation and impose an email sending 
limit (100 to 1000 recipients per day) [1]. However, 
illegitimate users can create accounts on web-mail providers 
like Gmail, Yahoo, Hotmail or GMX. LENS addresses this 
problem by maintaining a trust rating (see Section 3.2) for 
each user to ensure its legitimacy and differentiate between  
legitimate and illegitimate ones. 

3.1 Community formation  

In LENS, the social components of a community consist of 
two levels, namely friends of the users and his friends-of- 
friends (FoF). Adding a friend roughly corresponds to the 
notion that “User A trusts his friend B not to send him 
spam and vice versa”. Triadic closure is supported by adding 
FoF into the community.  

Figure 2 depicts the community structure for a user. Users 
can receive all the messages from his community directly into 
his inbox. The formation of a social community is a simple 
two-step process as follows.  

 

Fig. 2 Community structure and GK selection 

                                                        
2 Most well-known webmail providers and websites tend to have certifi- 
cates with extended verification, so this requirement is not excessive. Further, 
if a CA or its certificate is hacked, this will result in compromising all the 
communication to and from the website/MS. In such a scenario spam will 
be of least concern. Discussion on such attacks and its defense is beyond 
the scope of this paper 
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1) Adding Friends: A user can request anyone in the email 
network for friendship. Once two users add each other 
as friends, an entry is made in CommList 3 with the user 
ID and label “F”. CommList can only be accessed by the 
user himself or by his MS. 

2) Adding FoF: The idea of FoF addition is that there will 
be no exchange of friend lists among the friends. Instead 
a user can suggest two of his friends to add each other into 
their communities as FoF. Once two users add each other 
as FoF, an entry is made in their CommList with the ID 
of the added user, label “FoF” and the ID of the referring 
mutual friend.  
By design, community formation is a selective process 

and involves certain human involvement to prevent any 
unnecessary addition in communities and preserve high 
level of privacy.  

3.2 Trust management  

In order to ensure that illegitimate users are not selected as 
GKs, LENS maintains a system wide trust rating (TR) for 
each email user on the MS. The main goal of TR is to assign 
a rating to each user known to the MS and to use these 
ratings to decide whether the user is legitimate or not.  

Based on the MS’s TR there are four different user  
types (UT) i.e. trusted (TU), legitimate (LU), new (NU) and 
illegitimate (IU). TU as the name suggests are the users 
trusted by the MS to be legitimate. They have TR >=L (trust 
rating threshold of legitimate user) and the MS has verified 
the uniqueness of their identities. LU are non-spammers 
with a clean track record of spam-free communication and 
TR >= L. NU are newly registered users with the MS with 
0 <= TR <L. IU are the identified spammers with negative TR. 
Assignment of TR falls in two main categories as follows.  

3.2.1 Direct TR  

Direct TR is the manual assignment of TR to a user by the 
admin(s) of the MS. Direct TR have priority over other 
methods of TR and it overrides the existing values of TR. 
Direct TR is more practical for small-medium size, strictly 
moderated MSs of companies, private institutes and univer- 
sities, where the admins have direct trust on the users (for 
example users like Uni professor or company’s GM are trusted 
not to be spammer). For big web-mail providers and ISPs 
the TR of each user should be computed automatically.  

3.2.2 Automated TR  

Analysis of spamming nodes shows that they exhibit one 
way communication i.e. they are always on the sending 
                                                        
3 CommList is maintained for every user and it contains entries of community 
users, either as friend or FoF (see Fig. 2) 

end [8,10]. One potential way of computing the TR is to 
increase the TR of a user when an email sent by him is 
legitimate. However, this procedure can be easily abused 
and the spammers can increase their TR all by themselves 
by sending legitimate emails for certain period of time. In 
LENS, we propose automated computation of TR based on 
user voting. These votes indicate whether an email user is 
trusted by other legitimate users or not. If A send an email to 
B, then it can be regarded as trusting B, or voting for B [10]. 
Trust Management component of LENS can be applied at 
the SMTP envelop (MAIL FROM: or RCPT TO:), where it can 
compute TR according to the algorithm summarized below. 
The TRs are maintained by the MS for each of its user.  

Algorithm 1: Automated TR  

OFFLINE  

# Domain = D, UserType = UT, TrustRating = TR, 
# Distinct Domains = DD  

1: # infer votes from existing data  

2: For Each inbound email from sender i to recipient j 
3:  if (email == Legitimate)  
4:      if (j has no votes from i)  
5:          TRj +=1  
6:      if (j has no votes from Di)  
7:          DDj +=1  
8:  
9:  if (TRj >= L && DDj >= D)# reach votes threshold for  

# Distinct Users & Domains  
10:      UT = Legitimate  

12: # indentity uniqueness test independent of voting  
13:  For Each j with (UT == Legitimate)  
14:      status = verify_identity_uniqueness(j)  
15:      if (status == True)  
16:          UT = Trusted  

ONLINE  

# Processing live email data after processing existing 
data  
1: For Each inbound email from sender i to receiver j 
2:    run step 3 to 16 of Initialization block  

The automatic TRs are computed in two modes i.e. offline 
and online. The only difference between these two modes 
is the stream of data they operate on, other than that there 
is no difference in the functionality. In the offline mode the 
TRs are computed by mining the existing server logs of the 
email communication. Whereas, the online mode operates 
on the live email data streams to calculate the TRs. In order 
to gain higher TR the users are required to gather votes. In 
other words, the TR of a recipient increases on the reception 
of legitimate inbound emails.  

The automated TR algorithm observes each inbound 
email from the sender. On the reception of a legitimate 
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email (legitimacy of the vote is dependent on the legitimacy 
of the email) the TR of the recipient will be increased by one. 
Multiple emails from the same sender will have no effect 
on a recipient’s TR. A sender can only be counted once for 
any particular recipient. When the recipient will receive 
legitimate email from L distinct senders belonging to D 
distinct domains, the UT of the recipient will be upgraded 
to LU (legitimate).  

After becoming LU, a user has to pass the identity 
uniqueness verification in order to become TU (trusted). 
During this verification the user is bind with his unique 
identity such as his mobile number using challenge response 
authentication. Facebook also verifies the uniqueness of user 
accounts by binding them with unique mobile numbers. A 
potential attack on trust ranking has been discussed in 
Section 5 along with the means to neutralize it. 

3.3 GK selection  

GK selection is a user transparent process carried out by 
the GK Selection component of the MS running LENS. This 
means that the user being selected as GK is also not aware, 
and has no control, of it being a GK. During the selection 
process, LENS selects good actors (legitimate users with 
good reputation) as GK and transparently uses them as a 
means to vouch users outside the community of the 
recipient (R) for communication. To maintain a reliable 
trust structure, a GK is only authorized to vouch for the 
users in his own community. On successful completion of 
the selection procedure, both the R and his GK receive 
their respective keys. GK’s key is used (by GK’s MS) to issue 
vouchers, to the GK’s community members, to communicate 
with the R. On the receiving end, the R’s key is used (by R’s 
MS) to verify the vouchers.  

The GK selection procedure of LENS consists of the 
following three stages, covering all the communication 
scenarios for legitimate emails. 

3.3.1 Stage 1—GK selection in adjacent communities 

The GK selection process for any R starts from its adjacent 
communities as described below.  
i)  Request: The MS will use the R’s FoF (boundary users) to 

find the locally optimal GKs (Fig. 2). R’s MS will simply 
request all FoF of the community to send their suggestion 
for good GKs. 

ii) Suggestion: The MS of the FoF will suggest a potential GK 
from FoF’s friends by selecting the user with the largest 
number of friends (outside the R’s community). The MS 
of the FoF will also inform the potential GK about the R. 
For instance in Fig. 2, which depicts the selection of GKs 
by a FoF of the R, user “38” suggests “5” as the locally 

optimal GK to “1” instead of “12”, since “5” is the friend 
with biggest community (and who is outside the com- 
munity of “1”). The R will choose the set of GKs that 
provide the best coverage. At the end of stage 1, users 
within 5 hops of the R can send emails to it. 

iii) Verification of Legitimacy: This is the most crucial step 
that ensures that the GK is legitimate (see details in 
Section 3.4).  

3.3.2 Stage 2—GK selection beyond adjacent communities 

After stage 1, the GK selection procedure of LENS can be 
easily extended to select GK in distant (beyond adjacent) 
communities. The R’s MS will send a request to the selected 
GK’s MSs to help them look for GKs from their adjacent 
communities. As a result of this request, the GKs (at the 
3rd hop from the R) will use their FoF (at the 5th hop) to 
find new locally optimal GKs (at the 6th hop) and send their 
suggestions back to the R (see Fig. 3). GK selection in stage 2 
creates a second outer trust ring consisting of the GKs (at 
the 6th hop from the R) and their community members  
at the 7th and 8th hops. This extends reachability of the R 
to users which are up to 8 hops away. This can clearly be 
extended to create additional rings of trust, but our 
implementation stops at stage 2. While selecting GKs at 
stage 2, it is important to ensure that the users selected as 
GK are not included in an inner ring. When the CommList 
is available directly, this is straightforward. The GK selection 
for higher levels must also consider the small world property 
of social networks [26], in order to avoid random walks on 
the social graph.  

3.3.3 Stage 3—GK selection for new communication 

If a user wants to send an email to a R for the first time, 
who is not only outside its community but there is also no 
GK for the R within its community, LENS will perform the 
following two steps. 
i)  Announcement: Announce the sender (S) to the R that 

wants to communicate.  
ii) Verification of Legitimacy: Start the legitimacy verification 

process (see Section 3.4 for details) to prove that the S is 

Fig. 3 GK selection beyond adjacent communities 
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not a spammer. As a result of this process, the R will add 
the S as its GK. The S’s MS will further issue vouchers to 
his entire community and they will be able to use these 
vouchers as well to communicate with the R.  
Instead of having a GK for the entire network, we can 

select GK on the fly after stage 2, if communication is 
desirable. The results in Section 6.2 show that the need for 
stage 3 GK selection is infrequent. Further, the result in 
Section 6.3 shows that stage 3 only adds a negligible delay 
of 0.5–1.5 seconds in email transmission.  

3.4 Legitimacy verification in GK selection  

Legitimacy verification is one of the most significant part 
of GK selection process. This protocol ensures that the R can 
verify that the GK is legitimate and authentic i.e. the GK is 
not a spammer and represent a genuine email user. As a 
result of this step, a RSA based public key (PK) and secret 
key (SK) are generated for the GK. PK is shared with the R 
and the SK is used to issue vouchers to entire community 
members of the GK. PKList4 and VoucherList5 are maintained 
at the MS to store the PKs and vouchers.  

GK’s legitimacy is verified in two steps (see Fig. 4). In 
the first step, server authentication is carried out to verify 
the legitimacy of the GK’s MS using extended validation 
certificate issued by a Trusted CA. When a MS is certified 
(just like any webserver) by a Trusted CA it shows that the 
MS belongs to a legitimate owner or at least the identity of 
the MS’s owner becomes visible. After server authentication, 
the second step is to verify the TR of the user at his MS  
to ensure that the user being selected as GK is not 
illegitimate/spammer. The legitimacy verification protocol 
works as follows (in LENS, by design, GK’s MS will always  
initiate the protocol).  

 
Fig. 4 Legitimacy verification in GK selection  

                                                        
4 PKList is maintained for GKs selected for the R. Any single entry in 
PKList contains PK, GKID and RecipientID. 
5 Once the GK has the SK, a voucher (((UserID)hash)Sign–SK) is issued to  
all the users of the GK’s community. These vouchers are added to the 
VoucherList of the users, along with the R’s and GK’s IDs (<RID1, RID2, ... >, 
GKID, Voucher[((UserID)hash)Sign–SK]), to use later for communicating with 
the R. A single voucher issued by the GK, to each of his community user, 
will work for all the recipients. 

• GK’s MS chooses the UserType (UT) of the GK, signs 
the UT using his private signature key (SGK–MS) and sends 
the UT, signature and the certificate (CertGK–MS), issued 
by the trusted CA, to the R’s MS.  

• R’s MS verifies the signature from the GK’s MS. For GK 
selection in stages 1 & 2 the UT of the GK must be 
legitimate or trusted, else the verification will fail. In 
stage 3 the UT of the GK can also be new, but a rate 
limit is enforced on the number of spam emails per day 
from the GK and his community user. The exact number 
for the rate limit will be a design choice for the MS’s 
admin(s) and it can be revoked once the GK’s UT 
upgrades to legitimate or trusted. This email limit is 
applied to limit the number of spams received from a 
user before being identified as malicious. On the other 
hand, it will allow new honest users to send email outside 
their community.  

Mailing lists are moderated and the admins/moderators 
either control the addition of users in the mailing list or 
they setup an authentication mechanism to prevent 
addition of bots or illegitimate user. In case the admin(s) 
of the MS is also moderating the lists for that MS/domain, 
he can assign direct TR to increase the UT of the list 
address and avoid the application of rate limits. On the 
other hand, if the mailing list is not moderated by the 
admin(s) of the MS, like yahoogroups or googlegroups, 
the UT of the list address will upgrade over time. 
However, since the addition of users is mostly moderated 
on serious mailing lists, the chances of spam would be 
limited and the UT of the list address will upgrade 
rapidly (depending on the list activity and user base).  

• R’s MS picks the UT of the R (based on the TR), signs 
the UT using his private signature key (SR–MS) and sends 
the UT, signature and the certificate (CertR–MS), issued 
by the trusted CA, to the GK’s MS. 

• GK’s MS verifies the signature from the R’s MS, generates 
RSA based key-pair for the GK and sends the PK to the 
R’s MS.  

• Once the GK has the SK, GK’s MS will use the SK to issue 
a voucher (((UserID)hash)Sign–SK) to all the users of the 
GK’s community.  

RSA based key-pair (PK, SK) have many advantages over 
symmetric keys. Irrespective to the number of recipients, a 
single key-pair is required for the GK. Based on the evaluation 
is Section 6.2, a R on average requires only 10 to 31 GKs i.e. a 
R’s MS has to maintain only 10 to 31 PKs on average for  
the selected GKs. LENS also does not require Public Key 
Infrastructure (PKI) since the PKs are distributed directly 
by the MSs.  

3.5 Spam report handler  

Spam reports are handled by the Spam report handler. In 
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LENS, by design, only reports from trusted (TU) are weighted. 
This design decision has been taken to prevent spammers 
from falsely reporting non-spammers as spammers. When 
a user will receive a spam, he will report to his MS that the 
sender is a spammer. Upon receiving a spam report, the 
spam report handler will register the report against the TR 
of the reporter. Once the handler receives the RT (report 
threshold) reports from distinct trusted users, it assigns a 
negative TR to the spammer. Furthermore, if the spammer 
is not a local user on the MS, the handler will add the 
offending user to the revocation list thereby preventing 
further spamming. Handling of spam report is summarized 
in Algorithm 2.  

Algorithm 2: Spam Report Handling  
# Domain = D, UserType = UT, TrustRating = TR 
# SRij = # of SpamReports by user i of user j 
# Ij = # unique reports against j 
# RT = threshold 
ForEach SpamReport of Spammer s by Reporter r  

if(UTr == trusted && SRrj ==0)  
Is++  

if (Is >= RT)  
if (s = localuser)  

TRs = negative  
UTs = illegitimate  
delete s from CommList, VoucherList, PKList  

else:  
Add s to Revocation list as IU  

After malicious users (local or remote) are identified and 
marked as illegitimate, their associated entries in CommList, 
PKList and VoucherList are also terminated from the MS. 
This means that if a GK is malicious, its associated entries 
from the PKList of the recipients and VoucherList of the 
community members will be removed.  

4 LENS prototype and email processing  

This section presents the prototype implementation of 
LENS, processing of emails with LENS and how spam can 
be prevented from transmission. We conclude this section 
with the discussion on how LENS is backward compatible 
and can be incrementally deployed.  

4.1 Prototype implementation  

We have developed a LENS based prototype implementation 
for email processing during the SMTP transactions. We have 
integrated this prototype with the Mutt mail client, the 
MailAvenger SMTP daemon (mailavenger.org), and the Postfix 
MTA (postfix.org). Without any modification to the SMTP 
implementation, LENS email filter (using CommList and 
vouchers issued by the GK) runs as an independent daemon 
(like spamd for SpamAssassin: spamassassin.apache.org) to 

monitor the SMTP transaction and based on the results 
takes different actions (see Fig. 5). Community formation, 
GK selection and trust management run as independent 
components on the MS. The prototype uses SHA1 for hash 
and RSA based signature.  

4.2 Email processing with LENS 

With LENS, email processing (see Fig. 5) can fall into one 
of three categories:  
1) When a message is sent to any R within the community, 

the R’s MS will verify the S against the R’s CommList and 
place the message in the mailbox.  

2) If a message is sent to a R outside the S’s community, the 
S’s MS will bind a voucher, from authorized GK along 
with the message. On reception, the MS will verify the 
voucher using the PK stored in PKList against the GKID 
and place the message in the R’s mailbox.  

3) If a new message is intended for a R outside the S’s 
community and with no voucher issued by any GK, the S’s 
MS will hold the message and start a GK selection procedure 
(stage 3). On successful completion, the S’s MS will now 
bind a voucher with the withheld message and send it 
out. At reception, the MS will verify the voucher using 
the PK stored in PKList against the GKID and place the 
message in the R’s mailbox. 

4.3 Prevention of spam transmission  

After establishing TCP connection the S’s MS sends the RCPT 
TO: command and also appends the voucher and issuing 
GK’s ID (e.g. RCPT TO: <example@abc.com>Voucher = 
1f2a91aa236d0012 GK=gk@example.com) as additional rcpt 
parameters, if the R is not in the S’s community (Fig. 5). At 
the R’s end, the MS verifies if the S is a community member 

 
Fig. 5 Email processing with LENS 
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or has a valid voucher from an authorized GK. Failure of 
the verification results in the termination of the TCP 
connection by the R’s MS and the transmission of email 
(header and body) will not take place, thereby preventing 
the spam message from being transmitted. Using additional 
rcpt-parameters is optional and contemporary SMTP 
implementations MUST support it as basic extension 
mechanisms. SMTP servers not understanding the additional  
rcpt-parameters will simply ignore them [19].  

4.4 Backward compatibility  

It is easy to integrate LENS into current SMTP servers. 
Inevitably, when deployed, some users will adopt LENS 
before others. Until every user is familiar with LENS, it will 
run complementarily with the existing spam filters. See 
Fig. 6, after sender authentication, LENS is first to examine 
inbound email. LENS is backward compatible and will have 
four different communication scenarios as follows. 
a) S and R both have LENS: email processing will follow the 

procedure discussed in Section 4.2 (also see Fig. 5). 
b) Only S has LENS: S will send an email as usual and the 

MS on the R side will process the email with its existing 
spam filters. 

c) Only R has LENS: after performing a check for existence 
of community or voucher, LENS will pass the email to 
the existing spam filters. 

d) Both S and R do not have LENS: emails will be process 
according to the existing mechanisms deployed at the S’s 
and R’s MS.  
Based on our evaluations around 81%–89% (Section 6.2) 

of the emails are from the community members. With  
the increase in adaptation of LENS, the user’s community 
will grow and their reachability via the GKs will increase. 
With global deployment LENS is envisioned to stop the 
transmission of spam at the first place. Even with partial 
deployment, the S and R deploying LENS will benefit in 
two ways. First, all the emails from the user’s community and 
with valid GK vouchers will be processed by LENS, which is 
significantly efficient than SpamAssassin (see Section 6.4). 
Second, less number of emails will pass through existing 
content-based filters, and avoid the chances of false positives 
and false negatives due to imprecise content signatures. These 
benefits will also help motivating the deployment of LENS.  

 
Fig. 6 Complementary LENS and existing spam filters 

5 Security concerns  

5.1 False positives and negatives  

In LENS spam prevention is based on social communities 
and GK formation. Hence, not being based on content 
filtering, LENS does not encounter any false positive or 
negatives generated by imprecise content signatures. However, 
based on false deduction of social context malicious users 
could become part of the community and result in false- 
negatives (let spam pass through), but still there will be no 
false positives (dropping good emails).  

5.2 Forgery of from: addresses  

Sender address is not authenticated in SMTP by default. 
Therefore, spammers can easily launch a spam attack  
with forged from: addresses as if they are from the R’s 
community. To solve this problem LENS utilizes iSATS  
or Sender Policy Framework (SPF) [16, 28] for sender 
authentication. Both iSATS and SPF filters the inbound 
email at MAIL FROM: command and SPF is already 
effectively used in existing email systems.  

5.3 Compromised user  

If a user (who may also be a GK) is compromised (someone 
stole the identity), it will only have a local effect within the 
community. The effect is temporary and only lasts until the 
victimized user broadcasts the incident using his other Ids 
(maybe through friends or word of mouth) or claims back 
his ownership from the email service provider. Let us 
suppose that the victimized user is unable to reclaim the 
ownership of its Id. In that case, the user can always request 
its community to abandon his compromised Id and the MS 
will remove all the data associated with the compromised 
Id from the PKList and VoucherList. Hence, the attacker 
would not be able to harm the system on a large scale as the  
SKs and vouchers are handled internally by the MS.  

5.4 Trust farming  

A spammer cannot increase his own TR by issuing votes 
towards others i.e. by sending emails. However, spammers 
could launch a trust farming attack on LENS, where a 
spammer votes for another spammer(s) to increase his 
rank. This attack is comparable to link farming on the 
Internet to attack the PageRank. Mature solutions like [29] 
can be used orthogonally in LENS to identify and protect  
against trust farming.  
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5.5 Human spamming using GK selection stage 3 

Stage 3 of GK selection protocol allows new users to send 
emails to complete strangers. A new user who is also a 
spammer can exploit stage 3 to get in as a new GK and 
spam the R. However, due to rate limit on the emails  
from new (UT) GK, the scale of the attack will remain low. 
Further, creation of arbitrary new IDs (if spammer does 
not care about being reported and does not reuse old ID 
ever) and repetition of stage 3 will require substantial human 
involvement. This will incur cost which is against the normal  
spamming model.  

5.6 Voucher misuse and revocation  

The vouchers issued by the GK are bound with the identities 
(userid+domain e.g. abc@example.com) of the community 
members and can only be used by the user issued to. Current 
version of LENS does not impose any expiration limit on 
the vouchers. Vouchers become invalid or get removed by 
the MS based on four conditions: (1) if GK removes any 
user from his community the MS will also remove the 
associated voucher (even if the user gets hold of the voucher, 
he cannot use the voucher on his own after being removed), 
(2) the user himself gets out of the GK’s community, (3) UT 
of the user becomes negative, and (4) if the R revokes the 
GK, all the associated vouchers will become invalid.  

5.7 Malicious GK faking UserType (UT)  

By design GK has no control in manipulating the MS    
to send false UT. There exist two possibilities where an 
illegitimate GK can send false UT to the recipient. First, a 
malicious GK hosts a private MS certified by a trusted CA and 
configures it to always send legitimate for his UT. However, 
by doing so the malicious GK also becomes visible and this 
has never been an option for spammers as they become 
vulnerable to legal actions. Second, the MS is compromised 
by the malicious GK. This is synonymous to hacking the 
MS and the corresponding defense mechanisms are beyond  
the scope of this paper.  

5.8 Key theft  

Protection of keys is the responsibility of the MSs. Attacks 
related to key thefts are synonymous to hacking the MS 
and the corresponding defense mechanisms are beyond the 
scope of this paper.  

5.9 LENS: A self-correcting system  

It is true that if a spammer can get a GK to vouch for him, 

he can spam all the recipients who authorize that GK. But 
the nice thing about the proposed scheme is that the system 
is potentially self-correcting. If the GK vouching for the 
spammer doesn’t stop vouching, then the GK will likely be 
revoked. This may happen at many different levels, since 
the recipients are free to decide the level to which they want 
to adjust their limits to tolerate the misbehavior (including 
the possibility of removing the GKs they authorize to vouch 
for). In the end, the user at fault will be effectively treated 
as a spammer. For this reason, it is also unlikely that a 
legitimate GK will willingly vouch for a spammer since they  
know what the consequence will be.  

5.10 Weakness of trust relationships and privacy concerns  

In [7] Bilge et al. showed the ease with which an attacker 
can automatically clone Facebook user profiles and convince 
large fractions of the victim’s friends to establish a friendship 
relation with the cloned (malicious) contact. Email network 
can be turned into a social network/graph based on the 
communication pattern. In email social networks it is not 
the same to clone a profile (which is the user’s email address 
itself) based on publicly available data like in Facebook or 
any other OSN. LENS identifies the notion of trust between 
two users with the notion of friendship in email social 
networks. In LENS when two users add each other as friends 
it means that both trust each other to be non-spammer 
and not necessarily some close friends. This trust is based 
on personal acquaintance or exchange of messages over 
time. The notion of friendship in an email social network 
is not necessarily associated to full trust with respect to the 
other individual security practices, nor to his ability to 
wisely choosing its friends. LENS address the existence of 
weak links (or malicious nodes) in social relations by simply 
reporting community members that prove to be malicious  
over time.  

Friendship information is private and LENS does not 
exchange contacts, CommList, PKList and VoucherList between 
different MSs. All the information is kept on the user’s MS 
just like user’s very private/personal messages, email contacts 
and authentication (e.g. password) information. This data 
is normally protected under privacy and data protection 
laws.  

5.11 Change in Internet infrastructure  

Basic requirement for any practical system is that it does 
not make major changes in the Internet infrastructure (e.g. 
SMTP or other protocols). LENS does not make changes  
in existing protocols (like SMTP). Community formation, 
GK selection and trust management run as independent 
components. LENS based email processing (using CommList 
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and vouchers issued by the GK) run as an independent 
daemon (like spamd for SpamAssassin) to monitor the SMTP  
transaction and based on the results take different actions.  

6 Evaluations  

We evaluate the performance of LENS using trace-driven 
simulations (Sections 6.1, 6.2) and our Linux implementation 
of LENS (Sections 6.3, 6.4). Our evaluations focused on: 
(i) scalability, (ii) effectiveness in accepting all inbound 
emails, (iii) performance of GK selection, and (iv) performance  
of email processing with LENS. 

6.1 Scalability evaluation with OSN data  

To study the scalability of LENS, we developed simulations 
based on two large scale OSN datasets: Facebook [27] and 
Flickr [22] (as shown in Table 1). We only evaluate the GK 
selection procedure at stage 1 because the average path 
lengths of the dataset are no more than 5 hops. We are 
interested in finding the number of GKs required, and the 
expected return, in terms of increased reachability via those 
GKs. For the experiments 4000 users are randomly selected 
from Facebook and Flickr, and we restrict to users with at least 
25 friends, to avoid anomalous figures due to isolated users. 

Table 1 High-level stats of OSN datasets  

Social network dataset Facebook Flickr 

Number of users 3 097 165 1 715 255 
Number of edges 23 667 394 15 555 041 
Average friends 15.28 18.13 
Clustering coefficient 0.175 0.313 
Average path length 5.13 5.67 
Average community size 1 587.32 4 398.44 

6.1.1 Number of GKs required 

Since each FoF’s MS suggests a GK at each stage of GK 
selection (FoF may suggest the same GK, so the relationship 
is not strictly linear), the number of GKs required depends 
on the number of FoF, which in turn depends on the 
community size (number of friends+FoF). Figure 7(a) shows 
the number of GKs and FoF required for Facebook and 
Flickr, as a function of the community size of the users. In 
each case, the numbers are quite modest. Facebook requires 
56–871 GKs (<50% of community size) and Flickr requires 
20–400 GKs (<30% of community size).  

6.1.2 Increased reachability via GKs 

We next measure the number of additional users that can be 
reached via GKs. Figure 7(b) shows the results for Facebook 
and Flickr. The y1 axis measures absolute number of users 

 
Fig. 7 Number of GK for receiving messages and the reachability 
of recipient via GKs (Facebook and Flickr) 

reached (1 on the y1 axis indicates 10K users); the y2 axis 
gives the same number as a percentage. In Facebook, with 
a minimum number of GKs, the reachability of a R ranges 
from 700K to 1.7 million, or 22% to 55% of the total network, 
and remains over 40% most of the time; in Flickr, reachability 
is between 40% to 54% of the network and mostly remains 
above 45%.  

Hence, LENS is scalable in terms of number of required 
GKs and reachability. With the help of only hundreds of 
GKs, a R can reliably be reached by millions of users (>40% 
of users in Facebook and Flickr). In contrast, in RE:, which 
handles up to FoF, a node will only be reachable reliably 
from its community (friends, FoF). The average reliable 
reachability in RE: is 0.051% and 0.25% of the network for  
each R in Facebook and Flickr respectively.  

6.2 Real email trace driven evaluation  

To evaluate the effectiveness of LENS at accepting all legitimate 
inbound emails, we use two real email traces, one large 
commercial (Enron6) and one large academic unit (log files 
of Kiel University’s email server [13], containing records of 
                                                        
6 www.cs.cmu.edu/ enron/ 
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the source and destination of all emails of student accounts 
over a period of 112 days), see Table 2.  

Following [9,23,24], we extracted a social network from 
the email data by examining the messages sent between the 
users. Specifically, we created an edge between users who 
sent at least three emails to each other. These edges are used 
to form social graphs for email users. Figure 8(a) shows the 
delivery and legitimization of emails based on friends, 
community (friends+FoF) and LENS on both email traces. 
Using the social graph we apply friend filter to accept the 
inbound emails. This results in accepting 79% of emails in 
Enron and 80% in Uni-Kiel datasets. Expanding this to FoF, 
the acceptance rate increases to 89% in Enron and 81% in 
Uni-Kiel datasets. This is the acceptance rate of RE:. Finally, 
we use LENS on the datasets with GK selection procedure 
at stages 1 and 3, and accept 100% of the emails. The results 
show that with LENS we can effectively filter and accept  
legitimate inbound emails.  

The number of GKs required in these datasets is again 
reasonable (see Fig. 9(a)). In Enron, the resulting number 
of GKs ranges between 6 and 235. The overall average of 
selected GKs is 31 (29.5 selected in stage 1 and 1.5 in stage 3) 
per user (see Fig. 8(b)). On the other hand, in Uni-Kiel, the 
number of selected GKs is between 5 and 265 with an overall 
average of 9.95 GKs (7.23 selected in stage 1 and 2.7 in  
stage 3) per user (see Fig. 8(b)). 

Table 2 High-level stats of email datasets 

Email dataset Enron Uni-Kiel 

Number of users 52 747 57 158 
Number of edges 74 248 22 648 
Messages exchanged 1 136 760 447 543 
Average community size 167 22 

 
Fig. 8 Enron and Uni-Kiel email traces 

With the selected GKs above, the reliable reachability of 
the R (Fig. 9(b)) ranges between 8.9K and 15.8K i.e. 16.8% to 
30% of the total users in Enron. In Uni-Kiel, the reachability 
of the R is between 3.3K to 13.4K i.e. 5.8% to 23.4% of the 
total users. In contrast, the reachability in RE: (depending 
on the community size) on average is much lower, only 
0.31% and 0.04% of the network for each R in Enron and  
Uni-Kiel respectively.  

In Fig. 9(c) we have distributed the selected GKs according 
to the number of Rs they are selected for. In Enron, 75% of 
the selected GKs have less than 300 Rs, whereas in Uni-Kiel, 
92% of the selected GKs have less than 300 Rs. Thus, if a 
GK is compromised by some malicious user, very limited 
proportion of Rs will be affected with spam before the system  
recovers.  

These results indicate that with only dozens of GKs,a R 
can successfully receive all legitimate inbound emails.  

6.3 Performance of GK selection protocol  

Electronic mail was not designed to be time critical app- 
lication and inherently the users are tolerant to reasonable 
delays that might occur during the transmission. Nevertheless, 
within the scope of this paper, it is important that the GK 
selection does not result in huge delays and bog down the 
email infrastructure. In this section, an experiment has 
been setup to study the latency of GK selection protocol, 
when the MSs are located in different countries, with the 
help of 20 nodes across the globe on PlanetLab. During the 
experiment each node sends a random GK selection request 
to one of the other 19 nodes after every 0.1 second.  

Figure 10(a) shows the average execution time of stage 1 
GK selection protocol. During the experiment the GK, the 
R and the FoF remained on separate nodes. The average 
execution time of the protocol ranged between 1.5 and 4.5 
seconds. GK selection in stage 1 involves an extra step where 
the GKs are suggested by FoF of the R. Thus, the execution 
time in stage 1 is higher than stage 3.  

In stage 3, the protocol only involves two parties, the R’s 
MS and the GK’s MS. Figure 10(b) shows the result of stage 3 
execution time. The average execution time of the protocol 
on each node remained between 0.5 and 1.5 seconds with 
the only exception of kr node where the average execution 
time remained 2.6 seconds. More than 60% of the time was 
spent on the transmission of the message and the actual 
processing time remained less than 40%.  

Both the stage 1 and stage 3 experiments finished with a 
success rate of 94.6% to 100%. Only on few nodes like kr, 
jo, eg and br the success rate was not 100% due to the node 
overloading by too many connections.  
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Fig. 10 Latency of GK selection protocol (x-axis: country codes 
of the MS’s location) 

6.4 Performance of email processing with LENS  

For evaluating the system performance of email processing 
with LENS, we augmented a standard mail processing system 
with our LENS implementation, and deployed it over the 
LAN. For all the experiments, we used an SMTP server of 
2.53 GHz Intel core2duo processor and 4 GB RAM and 
three senders, each running on a different machine con- 
nected via LAN (similar to RE:). We conducted experiments 
in 4 different scenarios. In scenario 1 (S1), the SMTP server 
runs postfix without any spam filter. In scenario 2 (S2) 
SpamAssassin is used as a content-based filter with Postfix. 
In scenario 3 (S3) we use MailAvenger on top of postfix 

and enabled LENS community based filtering. Scenario 4 
(S4) is similar to S3 with additional functionality of filtering 
emails based on the voucher’s issued by the authorized  
GKs of the recipient. We run different experiments using 
these 4 scenarios to study the impact of message size, 
end-to-end throughput and CPU, memory and bandwidth  
consumptions.  

6.4.1 Effect of message size  

We measure how the size of the message affects the time 
required to process it. For this we sent 50K messages with 
varying sizes (1 KB to 50 KB) every second. Figure 11(a) 
shows the processing delays in all 4 scenarios. S2 exhibits a 
linear increase in the processing time with the increase in 
the message size and takes 2.6 seconds to process a message 
of 50 KB. S1, S3 and S4 remain unaffected by the message 
size. S3 and S4 take slightly more time (0.2 to 0.3 seconds 
more) than S1, which is primarily due to the additional  
overhead from MailAvenger and LENS based filtering.  

In order to study the computational cost of signature 
generation/verification, we perform OpenSSL (www.openssl. 
org) speed measurement run on the servers. It takes 
approximately 0.13 ms to sign and 0.07 ms to verify a message 
using 1024 bits RSA and SHA-1. Interestingly, S3 and S4 
show similar processing delays, as the MS in S4 does not 
have to traverse the CommList (which is fixed at 10K 
entries in the experiments) and only verifies the signature 
issued by the GK. The results also show that the processing 
time required to process the CommList is very close to  
the verification of signature. In short, LENS based email 
processing incurs negligible amount of additional processing  
delays and remains very close to S1 (no spam filtering). 

6.4.2 Throughput  

In order to measure the end-to-end throughput of the MS, 
the senders simultaneously bombard the MS with enough 
messages to saturate it (e.g. sending 1000 messages of  
8 KB each as rapidly as possible). Figure 11(b) shows the 
throughput of all the four scenarios. Even with the bom- 

Fig. 9 No. of GKs for receiving messages, reachability of the recipients via GKs and the recipients per GK (Enron and Uni-Kiel) 
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bardment of messages S1 was able to receive 11 messages 
per second. This reduced down to 4.2, 4.03 and 3.2 in S3,  
S4 and S2 respectively.  

6.4.3 CPU, memory and delays  

We used the inbound email statistics from a large university 
for one year (Feb. 2010 to Jan. 2011). The overall inbound 
emails are averaged to approximately 42 K per day (see 
Fig. 11(c)). We approximated the total number of inbound 
emails to 50 K/day and limit the transmission time to 
8 hours. Based on that, after every 0.6 sec the MS receives 
an email. Based on this university’s statistics and our 
approximations, we run the experiment by sending emails 
of fixed size (8 KB) to the MS after every 0.6 sec for 8 hours 
and measure the usage of CPU, memory, bandwidth and  
processing delay in all 4 scenarios.  

The CPU measurement results (Fig. 11(d)) show S2 is 
very expensive in terms of CPU usage (80%–90%). This is 
because content-based filtering has to apply different rules 
and filters. In contrast, the CPU usage of S3 and S4 is similar 
to S1, low as 10%–12% on average. As shown in Fig. 11(e), 
the memory usage in S1 remained almost constant to 20%. 
In S3 and S4 the value remained between 20% and 23.3%. 
For S3 it is higher than S4 most of the time due to CommList 
lookup. S2 requires highest memory (23.9%–29.1%). The 
processing delay in all scenarios (see Fig. 11(f)) almost 
remained constant due to a fix message frequency and size. 
Interestingly, the processing delays in S3 and S4 are only  
about half of S2 and are very close to S1. 

In short, LENS (S3 and S4) is fairly lightweight, very close 
to the scenarios where no spam filtering is used.  

7 Conclusions 

We designed, implemented and evaluated LENS, a novel spam 
protection system that is backward compatible and can be 
incrementally deployed with low processing overheads. 
Leveraging recipient’s social network, LENS mitigates 
spam beyond social circles with the help of legitimate and 
authentic users, called GKs.  

We evaluated LENS using OSN datasets, and proved   
its scalability with large fraction of users. Using real email 
traces, we also proved that LENS is effective in accepting 
all the inbound emails efficiently. LENS remains lightweight 
for email processing. Our system evaluations show that 
LENS consumes up to 75% less CPU and 9% less memory 
as traditional solutions like SpamAssassin. 
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